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a = new C1();
b = new C2();
foo() {

Object x = bar(a);
Object y = bar(b);

}

bar(Object z) {
return z;

}
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try catch
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java.lang.StringBuilder

java.lang.String
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o.f = from
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ContextSelector InstanceKeyFactory

http://people.seas.harvard.edu/~chong/accrue.html

http://people.seas.harvard.edu/~chong/accrue.html


InstanceKeyFactory

java.lang.String

java.lang.AbstractStringBuilder

java.lang.AbstractStringBuilder













A a = new A();
a.f = new B();
a.f.foo();

Collection<C> bag = ...
while(...) {

C c = new C();
c.g = new D();
c.g.bar();
bag.add(c);

}

for (C o : bag) {
o.g.bar();

}
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output



secret = getRandom(1, 10);

output( Guess a number between 1 and 10 );
int guess = getInput();

bool correctGuess = (secret == guess);
if (correctGuess) {

output( Congratulations! + guess + was right );
}
else {

output( Sorry, your guess was incorrect );
}

"Guess a number …"

guess = getInput()

return: getRandom

secret = getRandom...secret == guess

PC1

correctGuess = ..

"Congratulations! " + 
guess + " …"

PC2

"Sorry, your guess …"

FORMAL: msg

Input from 
player

TRUE FALSE

MERGE
MERGE

COPY

CD

COPY

EXPEXP

EXP

return: getInput

COPY

getRandom

COPY

output

ACTUAL: msg

MERGE

ACTUAL: msg

COPY

CD

ACTUAL: msg

COPY

"Congratulations! " 

EXP

" was right" 

EXP

String.valueOf

"Congratulations! " + 
guess

EXP



output

CD

let input = pgm.returnsOf(‘‘getInput’’) in
let secret = pgm.returnsOf(‘‘getRandom’’) in
pgm.forwardSlice(input) ∩ pgm.backwardSlice(secret)

pgm

forwardSlice

pgm.returnsOf(‘‘getInput’’)

getInput

getRandom



pgm.forwardSlice(input)

input

pgm.backwardSlice(secret)

let between(G, from, to) = G.forwardSlice(from) ∩ G.backwardSlice(to)

is empty



let secret = pgm.returnsOf(‘‘getRandom’’) in
let outputs = pgm.formalsOf(‘‘output’’) in
pgm.between(secret, outputs)

pgm.shortestPath(secret, outputs)

secret == guess

let secret = pgm.returnsOf(‘‘getRandom’’) in
let outputs = pgm.formalsOf(‘‘output’’) in
let check = pgm.forExpression(‘‘secret == guess’’) in
pgm.removeNodes(check).between(secret, outputs)
is empty



pgm.forExpression(‘‘secret == guess’’)

secret outputs

secret outputs

srcs sinks declassifiers

let declassifies(G, declassifiers, srcs, sinks) =
G.removeNodes(declassifiers).between(srcs, sinks)
is empty

let secret = pgm.returnsOf(‘‘getRandom’’) in
let outputs = pgm.formalsOf(‘‘output’’) in
let check = pgm.forExpression(‘‘secret == guess’’) in
pgm.declassifies(check, secret, outputs)

‘‘secret == guess’’





COPY

EXP

MERGE

CD

TRUE

FALSE



pgm.between(source, sink)

let noninterference(G, source, sink) = G.between(source, sink) is empty

pgm.between(source,sink)



CD

let noExplicitFlows(sources, sinks) = pgm.removeEdges(pgm.selectEdges(CD))
.between(sources, sinks) is empty

pgm.removeEdges(pgm.selectEdges(CD)) CD

between(sources, sinks)

sources sinks

sources sinks



lastFour

let ccNum = ... in
let output = pgm.formalsOf(‘‘output’’) in
let lastFourRet = pgm.returnsOf(‘‘lastFour’’) in
pgm.declassifies(lastFourRet, ccNum, output)

pgm.declassifies(lastFourRet, ccNum, output)

lastFourRet

ccNum output

lastFour

ccNum output lastFour

lastFour

lastFour

lastFour



if (checkPassword(pwd))
if (user.isAdmin())

output(getSecret());

RETURN: 
checkPassword

PC1 

PC2 

TRUE

RETURN: isAdmin TRUE

FORMAL:
msg

COPY
CD

outputACTUAL: msg
MERGE

RETURN: getSecret

getSecret

output



checkPassword isAdmin

let sec = pgm.returnsOf(‘‘getSecret’’) in
let out = pgm.formalsOf(‘‘output’’) in
let isPassRet = pgm.returnsOf(‘‘checkPassword’’) in
let isAdRet = pgm.returnsOf(‘‘isAdmin’’) in
let guards = pgm.findPCNodes(isPassRet, TRUE) ∩

pgm.findPCNodes(isAdRet, TRUE) in
pgm.removeControlDeps(guards).between(sec, out)
is empty

checkPassword isAdmin

removeControlDeps( )

pgm.removeControlDeps(guards)

let flowAccessControlled(G, checks, srcs, sinks) =
G.removeControlDeps(checks).between(srcs, sinks)
is empty

sensitiveOps

checks

let accessControlled(G, checks, sensitiveOps) =
G.removeControlDeps(checks) ∩ sensitiveOps
is empty



|

| is empty |

let
| let is empty

pgm | | ∪ | ∩
| let in | |

| |
| |

forwardSlice | backwardSlice
| shortestPath
| removeNodes | removeEdges
| selectEdges
| selectNodes
| forExpression
| forProcedure
| findPCNodes
| removeControlDeps

CD | MERGE | COPY | EXP | TRUE | FALSE |
PC | ENTRY_PC | FORMAL | ABSTRACT_LOC |



pgm

∪

∩

is empty



forwardSlice

backwardSlice forwardSlice

backwardSlice

.forwardSlice( )

.shortestPath( , )

.removeNodes( )

.removeEdges( )



selectEdges selectNodes

.forExpression( )

.forProcedure( )

.forProcedure(‘‘java.io.PrintStream.print*’’)

java.io.PrintStream print print

println

.findPCNodes( , )

TRUE FALSE

.findPCNodes( , TRUE)

TRUE

.findPCNodes( , TRUE)

findPCNodes

pgm.findPCNodes(a, TRUE) ∩ pgm.findPCNodes(b, FALSE)

a

b

pgm.[a && !b]

.removeControlDeps( ) findPCNodes



findPCNodes

removeControlDeps

removeControlDeps

removeControlDeps

let ( , . . . , ) =

let ( , . . . , ) = is empty

( , . . . , )

. ( , . . . , )

between formalsOf



returnsOf entriesOf

G

let entriesOf(G, ) =
G.forProcedure( ).selectNodes(ENTRYPC)

between formalsOf returnsOf entriesOf

declassifies noExplicitFlows flowAccessControlled



main

add java.util.HashSet

get



HashSet

java.lang.String

String

java.lang.Integer

String

String





main





let addNotice = pgm.entriesOf(‘‘addNotice”) in
let isAdmin = pgm.returnsOf(‘‘isCMSAdmin”) in
let isAdminTrue = pgm.findPCNodes(isAdmin,TRUE) in
pgm.accessControlled(isAdminTrue, addNotice)



ROLE_GOD

punished

punished







let passwords = pgm.returnsOf(‘‘getPassword’’) in
let outputs = pgm.formalsOf(‘‘writeToStorage’’) ∪ pgm.formalsOf(‘‘print’’) in
let hashFormals = pgm.formalsOf(‘‘computeHash’’) in
pgm.declassifies(hashFormals, passwords, outputs)

declassifies



userLogin

null



shortestPath



askUserForPassword

let sources = pgm.returnsOf(‘‘askUserForPassword’’) in ...

askUserForPassword



askUserForPassword

java.io.PrintStream

java.net.HTTPTransport

let sinks = pgm.formalsOf(‘‘javax.swing.*’’)
∪ pgm.formalsOf(‘‘sun.swing’’)
∪ pgm.formalsOf(‘‘PrintStream.print.*’’)
∪ pgm.formalsOf(‘‘.*HTTPTransport.*’’) in ...

let ... // define sources and sinks
pgm.between(sources, sinks)

let ... // define sources and sinks
pgm.noExplicitFlows(sources, sinks)



let ... // define sources and sinks
let explicit(G) = G.removeEdges(pgm.selectEdges(CD)) in
pgm.explicit.between(sources, sinks)

shortestPath

let ... // define sources and sinks
pgm.explicit.shortestPath(sources, sinks)

let ... // define sources and sinks
let decrypt = pgm.forProcedure(‘‘CBCBlockCipher.decryptBlock’’) in
pgm.explicit.removeNodes(decrypt).shortestPath(sources, sinks)



let sources = pgm.returnsOf(‘‘askUserForPassword’’) in
let sinks = pgm.formalsOf(‘‘javax.swing*’’)

∪ pgm.formalsOf(‘‘sun.swing’’)
∪ pgm.formalsOf(‘‘PrintStream.print*’’)
∪ pgm.formalsOf(‘‘HTTPTransport*’’) in

let declassifiers =
// Bouncy Castle encryption and decryption functions
pgm.forProcedure(‘‘CBCBlockCipher.decryptBlock’’)
∪ pgm.forProcedure(‘‘AESEngine.encryptBlock’’)
∪ pgm.forProcedure(‘‘AESEngine.decryptBlock’’)
// AES byte packing function
∪ pgm.forProcedure(‘‘AESEngine.packBlock’’) in

pgm.explicit.declassifies(declassifiers, sources, sinks)





... // output = errors or responses sent to the client
let isAuthorOf = pgm.returnsOf(‘‘isAuthorOf’’) in
let isPC = pgm.returnsOf(‘‘isPCMember’’) in
let isReviewer = pgm.returnsOf(‘‘isReviewer’’) in
let getReview = pgm.returnsOf(‘‘getReview’’) in
let check = pgm.[isAuthor || isPC || isReviewer] in
pgm.flowAccessControlled(check, getReview, output)

flowAccessControlled

let flowAccessControlled(G, checks, sources, sinks) =
G.removeControlDeps(checks).between(sources, sinks)
is empty

getReview getReview

isAdmin



returnsOf

... // output = errors or responses sent to the client
let isAuthorOf = pgm.returnsOf(‘‘isAuthorOf’’) in
let isPC = pgm.returnsOf(‘‘isPCMember’’) in
let isReviewerOf = pgm.returnsOf(‘‘isReviewerOf’’) in
let isAdmin = pgm.returnsOf(‘‘isAdmin’’) in
let notifyDeadlinePast = pgm.returnsOf(‘‘notifyDeadlinePassed’’) in
let reviewDeadlinePast = pgm.returnsOf(‘‘reviewDeadlinePassed’’) in
let hasConflict = pgm.returnsOf(‘‘hasConflict’’) in
let getReview = pgm.entriesOf(‘‘getReview’’) in
let check = pgm.[isAdmin ||

(isAuthorOf && notifyDeadlinePast) ||
(isPC && reviewDeadlinePast && !hasConflict ||



isReviewerOf)] in
pgm.flowAccessControlled(check, getReview, output)

isAccepted

... // output = errors or responses sent to the client

... // define deadline, role, and conflict checks
let isAccepted = pgm.returnsOf(‘‘isAccepted’’) in
let check = pgm.[(isAuthorOf && notifyDeadlinePast) || (isPC && !hasConflict)] in
pgm.flowAccessControlled(check, isAccepted, output)



forwardSlice backwardSlice

between
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https://mailman.cs.mcgill.ca/
pipermail/soot-list/ -March/ .html

https://mailman.cs.mcgill.ca/pipermail/soot-list/2012-March/004154.html
https://mailman.cs.mcgill.ca/pipermail/soot-list/2012-March/004154.html


http://suif.stanford.edu/~livshits/
work/securibench-micro/

http://suif.stanford.edu/~livshits/work/securibench-micro/
http://suif.stanford.edu/~livshits/work/securibench-micro/


http://www.cs.cornell.edu/jif

http://neo j.com/developer/
cypher-query-language/

http://www.cs.cornell.edu/jif
http://neo4j.com/developer/cypher-query-language/
http://neo4j.com/developer/cypher-query-language/
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