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1 Overview

In the last lecture we covered topics in hashing, including load balancing, k-wise independence, and
a couple of approaches to the dynamic dictionary problem.

In this lecture we will cover linear probing analysis, approximate membership (bloom filters), and
cuckoo hashing and bloomier filters.

2 Notes about the Chernoff bound

Recall the Chernoff bound:

Theorem 1. For independent random variables X1, ..., X, € [0, 1] with E[>_ X;] = u, the following

bound holds: 5

POY  Xi=p>dp) < (U;W)#

There are two regimes of importance in the Chernoff bound.

The first is when § << 1. We rewrite the bound as

8
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By Taylor expansion, log(1 + §) = 6 — §2/2 + O(83). Substituting this into the expression above,
we obtain a bound

o~ (5 +0E)u

The second regime is when § >> 1. Then we can calculate the bound to be approximately 5.

3 Linear probing analysis

Recall the setup of linear probing. We set a hash function h : [u] — [m], where u is the size of our
universe. However, if we have some = € [u] such that h(z) is already filled, then we walk to the
right in [m] until we find a spot that is not filled.

Claim 2. If m > 2n, then
E[time per operation] = O(1)

over hash functions h drawn from a 5-wise independent family ([1]).



Definition 3. For I an interval in the array, define

L(I)=|{x €S : h(z) € I}|
We say I is full if L(I) > |1].
Lemma 4. If we spend k units of time querying/inserting a key x, then there are at least k full
intervals of different lengths containing h(x).
Proof. Since it takes time k to insert a key z, then we have k elements to the right of h(z) in [m)]
are occupied.

Then we walk back to the highest empty spot before h(z). In total, we have several elements to
the left and right of h(x). By construction, we know every element in this big interval hashed at
the leftmost spot in the interval or afterwards.

Since this interval has length > k, we can produce our desired k full intervals by taking the
leftmost parts of the intervals to be the leftmost part of the big interval and the rightmost parts of
the intervals to be h(z),h(z) +1,...,h(x) + k — 1. O

Now let
{1, if some length k full interval contains h(x).
k =

0, otherwise.

Then the time per operation is bounded above by »;_; Ej. Therefore, we can calculate

n

E(time per op.) < ZIP’(some length £ interval containing h(z) is full)
k=1
n
< Z k - P(a particular length k interval containing h(x) is full)
k=1

Now we can calculate this probability. Fix an interval I of length k. Define random variables

x {1, if h(i) € 1.

0, otherwise.

Then L(I) =Y " | X; so

Finally, by Chernoff we can deduce
P(1 is full) < P(L(I) —EL(I) >
and plug that into our expression above to get

E(time per op.) < Zk e — 0(1)
k
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Now we will show that 7-wise independence will suffice, rather than the independence required by
Chernoff. In particular, this will change our e=%®*) to O(k=3).

3.1 T7-wise analysis

We will attack this by examining the moments of our variable L(I). By Markov’s inequality, we
have

P(IY Xi—EY XilP >N) <AP-E(> Xi—EY X,

To analyze this further, we need a tiny bit of math.

Definition 5. If Z is a random variable and p > 1, then

1
1Z]lp = (E|Z]")>

Theorem 6. (Minkowski) The function || - ||, is a norm.

Theorem 7. (Jensen) If f is convex, then f(EZ) <E f(Z).

In particular, we will analyze the sixth moment (set p = 6 in the expression above). Instead of
brute forcing, we will use a computational trick called symmetrization.

Pretend that the X;’s are fully independent. Let o1, ..., 0, be independent random variables taking
on the values +1 with equal probability.

Also consider random variables Y7,...,Y,, that are distributed as X7, ..., X,, but are independent
of them. Then we can derive:

HZXz‘—%@ZYiH@- = @(’@[Z&—ZYE]P))UG
<1 (X = Yi)lls (Jensen)
= HZUz'(Xi—Yz’)Hﬁ

<2 Z 0iXi|l¢ (Triangle inequality)

7

We expand out

B[ 0iX) = > ElXiXi, ... X Eloy, ... 0]
=1

1150006
Note that E[oy, ... 0] is equal to 0 if it contains any odd powers (say, o30303) and 1 if it contains
all even powers.

Each X; has E[X;] = ¢ = %, which gives us an upper bound of O(n3-¢3) = O(k3-(n3/m?)) = O(k?)
on the above expression (use casework on the index set iy, 12,. .., ).



To tie it all together, by Markov on the sixth moment we have

P(L(T) ~ EL(I) > 5) < (5)0-B[IL() ~ L)) = O(k%) - Ok) = O(k~?)

3.2 5-wise analysis

This is the real deal.

The improved analysis here comes from impoving on the union bound we used earlier to derive the
inequality.

Then we only need to get an O(k~2) bound on the probability that an interval containing h(z) is
full, which will only require a fourth-moment analysis, which will only require 5-wise independense.

We construct a perfect binary tree on the set of our hashes. The leaf nodes all “cover” one hash,
while the nodes 7 levels above the leaves cover 2* hashes.

There are k intervals of length k containing h(z). Pick one of them and call it I. Then |I| €
[27 27+1) (h is just log k, not the hash function).

This implies that there are between 8 and 17 nodes at level h — 3 of our tree that cover I.

However, all length k intervals containing h(z) are themselves in a length (2k — 1)-interval. There-
fore, the union of all the nodes spanning all these k intervals has size in [16,33), which is O(1).

We can actually then just union bound over these O(1) nodes instead of the k original bounds.

This follows from observing that if some length & full interval contains h(z), then we will be able
to find at least one of these O(1) intervals are full.

Then a fourth-moment analysis gives us

E(time per op) < 3" 0(1) o%) —o(1)
k=1

4 Approximate membership

This is a data-structural problem, so it can be either static or dynamic.

We want to maintain a subset S C [u] subject to the following operations:
e query(x): Isz € S? (If z € S, say yes. If ¢ € 5, P(yes) < ¢.)

e insert(z): Add x to S.

4.1 Bloom filters

One data structure we can use to attack the above problem is the Bloom filter. A Bloom filter
consists of a m = 2n-bit array and a two-wise independent hash h : [u] — [m].



The insert operation is done by hashing .

To do query, we check if z € S. Set Y; to be 1 if h(j) = h(x) and 0 otherwise and say yes if some
Y; is equal to 1. Then

P(yes) = P(some Y; = 1)
<Y P(h(j) = h(x))

jes

Therefore, if x € S the probability above is 1, while if x € S the probability above is by two-wise
independence ;- which is less than 1/2.

To improve on this, pick € > 0. Then set t = loge~' and use a famly of ¢ hash functions and an
array of size m X t.

Insertion is done in the same way. Querying is done in the same way as in the one case, except
1

now we query one hash function after another. This gives us a failure probability of 2719857 = ¢,

takes time loge~! and space 2nloge™!.
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