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TOKAI
CODING IN COMPLEXITY KRYPTO

① HARDCORE PREDICATES
FOR ONE -WAY PERMUTATIONS
( LIST - DECODING)

② WORST - CASE TO AVG .
CASE REDUCTIONS

(LOCAL ( UST) DECODING)
- x-

Defy :
① f :{o.BE, so,B" permutation if
I f

' ':{0,13780,Bk at. tx f-
'

Atx)) -- X
.

② f one-way permutation low . p .) if

⑨ f easy ( in poly time) on worst-case

⑤ f
' '
"

very hard
"

on average .

VERY HARD :

• G :{ 0,13k> 30, Bk is Elk) - approximate if
I polytime A sit' Pr fax)-- glx)] > Elk)

• Veryhard if not ¥,- aprpniximabk ttpolykplk)



Exercise : if f :{0,13k → {0,13k is

÷:÷:÷:÷:÷:
given Flay) can gon compute y ?



HARD CORE PREDICATE for f :{0,13k-s fo , 13k
-

o Predicate b :{0,13k→ {on}
• Hard - core ⇒ ① Easy to compute given X

② hard to compute given fix)

⑧ve# to guess blx) given fix)
19

Diff . notion for Boolean functions .

Specifically : b of
"

is not (It ptn*) - approx .
for every polynomial pl ) .

cexercise.ifasgb.fwnharuf.e.com?.andfT#d.
Motivation : Pseudo - random Generators (PRG s)

Define: G : { 0,13
"
→ { 0,13

"

is a PRG

if ①man
⑧ tf poly A .

A poly p

{ A- (GlxD } =¥n, {
Aconitum}

① c. ⇒ E. PRG



I Dti . .

A .
text)) EsAdnit)



PRGS from OWP t Hardcore Predicate

÷÷÷÷÷÷÷÷÷i÷:÷÷:÷÷÷÷
Proof :
Tillet Gi G) = (bad , Gi. ,( f-Cx))) ; Gold

-
- x

-
--

Cii ) G. (x)
'

e - PRG ⇒ Gm me- PRG
(o - lrieq - )

(iii ) G .
c- - PRG ⇐ b hardcore for f

(Exercise)
-x-

• Constructing hardcore predicate for owp

- Specific pairs known :

og f -- RSA ; b -- Msb

- Specific counterexamples known :

eg f- = RSA ; b -

- lsb

- General ? - Fb set . ffowp ,

b is hardcore?

(not likely ) .



Owl

theorem : Fb:{o , if's Eo , B s 't - tf:{ o,B'Ho ,
Bk

n n
-

F padding F:{0,131, {0,13
"
sit . Fis owp &

µ=t× bis hardcore for F -

p
,

"

--

ingredient : list - dewdabce code C :{0,13%80113
"

enwdable and

- Suppose C is efficiently •bistable from

(Iz - E) - fraction error

i. gig
. Then m -- k t login

: I.
'II!;? Jammin

• Analysis sets
-

:

- Suppose Affix) , i) = Ux) ; w -p . tztd
Cover × , i )

⇒ PIL ?rfAl¥xhi) -- Cali) > ITE) > E
.# s
- Call such x good
'

- if x good then can compute X from flx)



f-inverter ( y)
-

u for i -- I to n let

Wi -- Aly ,
i)

• List - Derde (w) = { x, . - Xu }

. if flxi) -- y output Xi

-x-

claim : o if X= good then

f. (w,
ccx)) s '

z
- E

• if Lz > E [ a > 2E] then XE Ex. . . XB

& inverter (y) outputs X .

• ⇒ Invert f w -p . £z= E if bcx) 2e - approximal,

(in time poly In)
= poly ( He))

÷:e÷::i÷÷::÷:::÷:÷



Parts: worst - Case E Average - Case

Example : Permanent :

on. ÷: I
* . ...Perm (m) = Perm (Xi . - - - Xm) --E
⇐ ,

IT :[n]-In]

Perm.

• Properties: Perm (m) is #P- complete
( SAT Ep Perm (m) ) . . .

° Perm (X ". - - Xm) = deg n poly in X. . .- - Xm .

• Theorem [Lipton , GLRSW ,
Gemmell

.
:

Polytime alg that is correct up. Ig for
" random

"

matrix R

⇒ Rolytime dg that is comet on all Mathias !
Whp .



'

#iqi¥.
←⑤-fer

?
cm)

Rm Iq
,
r
,
m )

{
"

n

"

na



Lemma: if q> n
'

& Pr [ AIR) -- Perm IRD > f-
Ruffin

then a B s -t.
* Me Fgm

"

Blm) -- Perm (M)
w-

p - I -old
.

- x-

Proof: Use local decoder for RM codes !

- Blm) :
• Pick RE Fg

""

randomly *

of . . - L
,on
} distinct from HZ

° psi = A (Mt ti . R) ti c- lion]
← : -

. .

• Reed- Solomon- Decode ( {Hi , Bi)}; )→ P

• Output plot .
-x
-

o. Chaim
-

:

• get) E Perm (Mt ER)

deg g s n ; glo) -

- our goal .

tip [ psi -- ski)) > 78
•M⇒ Bmf# {it Bitgcai) } > ¥ ] E ¥Ton





o. Chaim
-

:

• get) E Perm (Mt ER)

deg g s n ; glo) -

- our goal .

tip f pi -- g ki)) > 78
•

M

⇒ Bmf# {it Bitgcai) } > ¥ ] E ¥Ton

⇒ Decoder outputs g ⇒ B outputs permln)
.

-X-

Improvements : . If → It E (Better decodingt
- reduction )

⇒[Mt x
R
,
t 2213)

• Iz te → play-in, →
"

Local list decoding
"

.



General Thm IS .

-Trevisan - Vardhan]
-

:

sizeGen)
f E TIME (201

") but not in Plpoly

⇒ F F 'E TIME (20h) but "very hard
" site

for Plpoly
Proof : Let C :{o,BK → {o,BN be a oil

-yWdWab6 code both locality (book)
- from Iz - ploy errors .

• view f:{v.Bk→ {0,13 as vector in fo ,BK
K-- 2K

o F -- CCH c- {0,13
"

viewed as

F. { o, B
"
→ {o ,B for n -- log N

• Them holds for F
. Proof Exercise
-

Summary
• Hardcore Predicate for owp ⇒ List - decoding

( modulary )

• Average Cas 3 Worst - case ⇒ Local (list )decoding
-


