Adaptive Data Analysis

Thomas Steinke
tsteinke@seas.harvard.edu

April 21, 2016

Abstract

These lecture notes are based on | | and were compiled for a guest lecture
in the course CS229r “Information Theory in Computer Science” taught by Madhu
Sudan at Harvard University in Spring 2016.

Menu for today’s lecture:
e Motivation

o Model

Overfitting & comparison to non-adaptive data analysis

What can we do adaptively?

KL Divergence recap

Proof

e Differential privacy (time permitting)

1 Motivation

Ideally, science is non-adaptive — that is, hypotheses are formulated before the data is
collected and the hypothesis tested. In particular, a dataset should only be used once. How-
ever, in practice, datasets are used repeatedly, with previous analyses informing subsequent
analyses. This may lead to erroneous conclusions. | , ]

Adaptive use of data has been identified as a major problem in empirical sciences. One
proposed solution is pre-registration, where scientists commit to their methodology before
examining the data. In today’s lecture we will consider a different approach. Namely, we
will consider ways of answering adaptively-chosen queries while preserving validity.



2 Model

First we must define a formal model for this problem.

Population P.
Distribution on X.

\/

Ty, o, Tp € X
n i.i.d. samples from P.

There is an unknown population P (modelled as a distribution on a data universe X)
and an analyst A who wants to know about the population. The analyst’s queries are of the
simple form “what fraction of the population satisfies predicate ¢ : X — {0,1}.” To answer
his queries, the analyst collects n independent samples from P. For each query ¢; she wants
an answer a; ~ ¢;(P) = z%) [¢;(#)], and tolerates an additive error a. The samples are given

to a mechanism M which must use them to answer the queries.
Crucially, the analyst’s queries are chosen depending on the answers given by M to
previous queries. Thus the queries and the sample are not independent.

3 Cf. Non-adaptive Data Analysis

In the non-adaptive setting the analyst must specify the entire sequence of queries ¢y, - - - , g
before receiving any of the answers aq, - -- ,a,. Thus the queries and the samples are inde-
pendent. We can view the queries as being fixed before the samples are drawn.

By Hoeffding’s inequality, for any query ¢ : X — {0, 1},
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We refer to ¢(z) = £ 3"  ¢(z;) as the empirical answer to ¢ and ¢;(P) = EP [q;(2)] as

the true or population answer to q. By a union bound, for any fixed sequence of queries
qi,- - ,QkIX—> {071}a

P max |g;(z) — ¢;(P)| > a| <2k - e~20n.
i 1=

Thus, if n > log(2k/f3)/20% then P [max’_, |¢;(z) — ¢;(P)| > a] < . In other words,
ii.d.

to answer k non-adaptive queries with accuracy «, we need n = O(log(k)/a?) samples.

3.1 What goes wrong in the adaptive setting?

If the queries q,--- ,q; are adaptive, then we can no longer take a union bound as the
queries depend on the samples. We would have to union bound over all queries the analyst
could have asked, rather than just the queries he did ask.

We can give an easy example where giving empirical answers (a; = ¢;(x)) fails: Suppose
X ={1,--- ,k} and P is the uniform distribution on X. Now let

(1 j=¢

and suppose the analyst is given a; = ¢;j(x) for j = 1---k. Then the analyst learns exactly
what the samples x4, --- ,z, are. Now the analyst can ask qx.1, where

1 Le{xy, - x,}

a1(6) _{ 0 0¢ o, a0} (1)

Then ggy1(x) = 1, but gr1(P) < n/k. So, unless n = (k), empirical answer fail to be
accurate.

What went wrong here? The analyst chose g1 adaptively and gx1 overfitted her sample.
A way to view this example is as follows. Suppose an alien visited earth and met Thomas,
Madhu, and Badih. It might wonder wheter all humans are named either Thomas, Madhu,
or Badih. Testing this hypothesis on its dataset confirms that this is the case. However,
this conclusion is clearly not valid of the population as a whole. This example may seem
contrived, but the underlying idea is useful | ].

So we see that adaptive and non-adaptive data analysis are different.

4 What Can We Do Adaptively?

Theorem 1 (| , 1). There exists a mechanism M that takes n = O(vV'k/a?)
samples from an unknown distribution P on X and answers k adaptively-chosen queries
Gy 5 qr s X = {0,1} with ay, -+, a € [0,1] such that

1
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where the probability is over both the sample and the randomness of the mechanism.

Requiring n = O(Vk/a?) samples is much worse than n = O(log(k)/a?) in the non-
adaptive setting. Surprisingly, this is inherent — in the sense that there is an almost-
matching lower bound, namely n = Q(vk/a) | ) . (This lower bound holds
assuming |X| > 2%, Alternatively, this is a computational lower bound for mechanisms
that are not powerful enough to break cryptography with seed length log |X'|. Moreover, it
is known that, when |X| < 2°*) and the mechanism is allowed exponential time, we can
do better.) This shows an exponential separation between the adaptive and non-adaptive
settings.

5 Proof

The mechanism M in Theorem 1 is extremely simple: Given a sample x,--- ,x, € X, for
each query ¢; : X — {0, 1}, it returns a random answer
a; ~ N (g;(x),0%) , (2)

for an appropriate value of o2.
Why? The intuition is that it is hard to overfit noisy data. The addition of noise prevents
the analyst from identifying the samples, which means she cannot overfit a la (1).

5.1 Key steps

We want to show
k
P i —q;(P)| > < —
fixlo; — g,(P)] > a <
where the probability is taken over the sample x1,--- ,z, ~ P as well as the randomness of
M and A. By Markov’s inequality, it suffices to show that

«

k
E g, <&

The maximum is annoying to work with. So we simply pick out the worst query. We
define a function f which takes the entire transcript and picks out a single worst query that

maximizes |a;, — g;, (P)|. Moreover, f may negate the query to ensure that a, — g.(P) > 0.
Formally, define f : (Q x [0,1])* — Q x [0,1] by

_ (¢5., a;.) aj, —¢;(P) =0 - .
f(q17a17 7q]€aak) - { (1 — g, 1 — a]*) a;, — q]*(/])) <0’ where Jx = ]gfgla?k(}}|a] qJ(P)|

This allows us to remove the maximum:

= |:I§1%1X|a] - QJ(P)|:| =E [CL* - Q*(P)Kq*aa*) = f(q17a1a T 7Qk>ak)] .



We use the triangle (in)equality:
Ela. — ¢.(P)] < Ela. — ¢.(#)] + E () — ¢.(P)],
which may be paraphrased as
true error < empirical error + generalization error.

Now we bound the terms separately. The emprical error is easy to bound:

Ela. - g.(o)] < B |nfix|o; ~ g,(0)]| =B |nx (0,02} < 20v/fogF
j= Jj=
The generalization error is more involved, but we will show that

~ 2no’
Thus we have VR
k k
. < Jr
E [I?Zalx la; — q; (P)\] < 20+/logk + 5
To minimize this we set o = v/k/4n+/Togk, giving

vkl
E [m’ga,lx la; — qj(P)q <2 —knng.
‘7:

So, to prove Theorem 1, we just need

VETlogk

" Z (02007

It just remains to prove (3).

5.2 Recap: KL Divergence
The Kullback-Leibler divergence between distributions P and @) is defined as

D (PIQ) = E, [1og (ng |

It satisfies the following useful properties:

e Non-negativity: Dxr, (P||@Q) > 0. (But it is not symmetric i.e. Dy, (P||Q) # Dkr (Q|| P)
in general.)



e Pinsker’s inequality: A(P, Q) < /1Dy, (P||Q). (Note that I'm dropping the In 2 that
usually appears in this inequality. This just means I'm defining KL divergence using
the natural logarithm, rather than base-2 logarithm. So the units become nats rather
than bits. Today all logarithms will be natural, even though this is an information
theory course.)

Alternatively: Let X and Y be random variables in [0, 1]. Then

E[X] - E[Y]‘ < \/%DKL (Px|[Qy)-

e Chain rule: Let P x P’ and Q x )" denote product distributions. Then
Dk (P x P'[|Q x Q') = Dk, (P||Q) + Dk, (P'[|Q")

More generally, let P be a distribution on two variables, let P’ be the marginal distri-
bution on the first variable and let P, be the conditional distribution on the second
variable given that the first variable is x. Define @), @', and @)/, likewise. Then

D (PIQ) = B [iox (2% )]
5[ Lo (i)

5 [ (59 - 2, [ (5]

=D (@) + E [Diw (F]1Q5)]

<Dxw (P \|Q)+maxDKL(P’||Q)

ﬁ

e Data processing inequality: Let f be a function. Then

Diw (f(P)If(Q)) < Dxw (P1Q) (4)

where f(P) and f(Q) represent the distribution of the output of f when given a random
sample from P or () as input. This also holds if f is a randomized function.

e For all a,b,0 € R,

r 1 e (z—a)?/20
D (Wl =B Do (2
L V2no2

(1
e~N(a,0?) | 202 ( (x —a)”+ (x —b) )]
(1
::BNN%,U% _T,Q (a - b> (295 —a— b)}
_(a—b)?
202



5.3 The transcript

Consider a fixed analyst A and the mechanism M from (2). Given samples z1,--- ,z, € X,
we can simulate 4 and M interacting conditioned on these samples being drawn. This yields
a randomized function mapping the samples to a sequence of queries and answers. Call this
the transcript function Ty- ¢ : X" — (Q x [0,1])".

We now formalise the intuition that M does not permit A to identify any samples.
Formally, we show that T4 is stable in the sense that changing one sample does not
affect the output distribution much.

Lemma 2. Let xq,--- ,x,,2 € X. Then
k
Dk <TA:M<x17 e Tn) TA:M(%, s Tie1, 2y Tig st JCn)) < 252
Proof. We show this by induction on k. Denote
TA:M(I) = TA:M(xla e 7xn) = (CIh a1,q2,0a2, ", qk, ak)
and
TA:M(I’,“ Z) = TA:M<xla HRRER R PR NS P 7xn> = (qav alla qéa a/27 o 7q;97 a;g)
We may assume inductively that
o / / k—1
DKL ((CIh at, -+ ,qk-1, ak—l)”(Qla Ay, 541, ak—l)) < m
n?o
Firstly gy is chosen by A given only ¢y, a1, -+ ,qx_1,ar_1 — that is, it does not depend on x

other than through the transcript of the first £ — 1 rounds. Thus, by the data processing
inequality,

k—1
Dkr ((Ch,al,"' :Qkflyakflan)anaa/la"' 7QI;—1>a;g—17q;g>) > 555
2no
Finally, by the chain rule,
Dxr (1,01, 5 qrs aw) [(dh, a5 G @)
< Dxr ((Qh ar, - 5 k-1, Ak—1, Qk)”(q/ly a/p T 7(]271, %717 q;c)) + H}ZaXDKL (ajHa;‘)
k
kE—1 9 9
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k-1 (gr(z) — gz, z))?
<
~ 2n202 + T 202
k-1 (qr (i) — qi(2))?
<
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5.4 Overfitting

Now that we have elucidated the key property of M, we show that this property can be used
to bound the generalization error (3).

Lemma 3 (Stability Prevents Overfitting). Suppose
Dyr, (T(2)||T(z—, 2)) < 28°
for allx € X", i € [n], and z € X. Then
Elg(2) = ¢.(P)la.) = f(T(x))] < e
for all f, where the expectation is taken over the randomness of T and x1,--- ,x, ~ P .

Combining Lemmas 2 and 3 yields (3): Dgr, (TA:M(JC)HTA:M(x_i, z)) < k/2n%*0?* =
2¢%, whence E [q.(z) — ¢.(P)] < & = \/k/4n?02.
Proof. We have

Elg.(z) = ¢:(P)lg- = f(T(2))]

—— ZE ¢ (i) — ¢(P)lg. = f(T(2))] (by linearity of expectation)
< —ZE 0 5) — 0.(P)lgs = F(T (s, 2))

N ¢ LD (@), 2) (by Pinsker's inequality)
< —ZE 0.(2) = .(P)lg. = {(T(e_ )] +c  (by assumption and (4)
:O+a

where the final equality follows from the fact that z; and (g, a.) = f(T(z_;, z)) are inde-
pendent.
This yields one side of the lemma and the other side is symmetric. O]

6 Differential Privacy

I have presented these results in terms of KL divergence. However, these ideas were originally
formulated using differential privacy:



Definition 4 (Differential Privacy | : ). A randomized algorithm M :
X" — Y is said to satisfy (g,0)-differential privacy if, for all x,x' € X" differing in one
entry,

ViV o0} M) = 1 < B [FOM@) = 1] +6

The original motivation for this definition was data privacy: Imagine that = is a database
containing sensitive personal information and M (z) is being released publicly. For example,
x may be medical records and M (z) may be the published outcome of medical research.
We want to ensure that the publicly released output does not reveal any sensitive personal
information, such as an individual’s medical condition. Differential privacy provides a math-
ematical way to formalise this requirement. If one person’s data were removed from x or
replaced, we would have 2’ instead and differential privacy guarantees that the outcomes
M (z) and M(x') are indistinguishable — that is, that person’s information is not revealed.
For more discussion about the motivation of differential privacy, as well as various results
about differential privacy, read Dwork’s survey | ] or the textbook [ ] on the sub-
ject.

Regardless of the original motivations for differential privacy, the definition can be re-
purposed for adaptive data analysis. Indeed it can be used to give a sharper analysis of the
mechanism M:

Theorem 5. There exists a mechanism M that takes n = O(Vklog(k/aB)/a?) samples
from an unknown distribution P on X and answers k adaptively-chosen queries qi,--- ,qx :
X —{0,1} with ay,--- ,ax € [0, 1] such that

P m%1><;|aj —¢;j(P)| > a| <8,
J:

where the probability is over both the sample and the randomness of the mechanism.

Note that the logarithmic term in the above theorem can be improved | |. This
theorem follows from the following lemmata.

Lemma 6 (Analog of Lemma 2). The mechanism M given by (2)satisfies (e, §)-differential

privacy for all 6 > 0 and
ok N 2k log(1/9)
© T 9202 no '

(More precisely, T'az m satisfies the above differential privacy bound for all A.)

Lemma 7 (Analog of Lemma 3). Suppose T satisfies (g, 0)-differential privacy with 0 < § <
e/4 < 1/12. If n > log(4e/d)/e?, then

P[|g.(z) — q.(P)| > 10 | ¢ = f(T(x))] < g

for any function f, where the probability is taken over n i.i.d. samples x1, -+ ,x, ~ P as
well as the randomness of T'.



Lemma 7 is sharper than Lemma 3 in that it gives high-probability bounds, rather
than just a bound on the expectation. Lemma 7 can also be applied to a wide variety of
mechanisms from the differential privacy literature. In particular, we can attain sample
complexity n = O(y/log |X] - log(k)/a?) | ], which is an improvement if log |X| < a?k
(at the price of computational efficiency).
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