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Lecture Notes 13:

Private-Key Encryption in Practice

Reading.

• Katz�Lindell 2nd edition �3.6,6.0,6.2.0-6.2.3,6.2.5 or 1st edition �3.6,5.0,5.2.0-5.2.3,5.2.5

1 Stream Ciphers vs. Block Ciphers

• In practice, people use direct constructions of candidate stream ciphers (PRGs with unbounded
output length) and block ciphers (like PRFs, discussed below).

� typically designed for �xed �nite key length n (not asymptotic)

� much faster than the full constructions we've seen based on one-way functions, hardness
of factoring, etc.

� designed with aim of having brute-force search being the best attack (so secure against
algorithms running in time nearly 2n)

� but design and security analysis is more of an art than a science

• Stream Ciphers

� Essentially meant to be pseudorandom generators, used for stateful encryption.

� Examples: linear feedback shift registers (not secure, but used as component in better
stream ciphers), RC4, SEAL, ...

� Extremely simple and fast

� Practical issues: can generate pseudorandom bits o�ine and decrypt very quickly without
bu�ering, but requires synchronization

• Block ciphers

� For every key k ∈ {0, 1}n, fk : {0, 1}` → {0, 1}` is a permutation, and both fk and f−1
k

can be computed quickly given k. (n=key length, ` = block length)

� Examples: DES, AES/Rijndael, IDEA, ...

� Main tools for private-key encryption in practice.

� Have both stateless modes and stateful/stream-like modes.

• How are they designed?

� More of an art than science. Intuition/experience of designers, public critique important.
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� �Di�usion�: have each output bit a�ected by many input bits, each input bit in�uence
many output bits � often achieved by repeating many �rounds� that involve swapping
bits.

� �Confusion�: avoid structured relationships (especially linearity) between input and out-
put/key that are exploited in known attacks.

� Output should be �random-looking�, have good statistical properties.

� Simplicity.

� E�ciency � extremely fast in hardware & software on wide variety of platforms.

• Role of Theory

� Identify security goals for stream cipher and block ciphers (namely, pseudorandomness).

� Identify security goals for encryption schemes (and other cryptographic protocols) built
from the ciphers (e.g. CPA security).

� Analyze which ways of using the ciphers (�modes of operation�) achieve the desired en-
cryption security properties, assuming the security of the basic ciphers.

2 Block Cipher Modes of Operation

More e�cient ways of using a block cipher fk to encrypt (in comparison to Enck(r) = (r, fk(r))).

• Electronic Codebook Mode (ECBMode): To encrypt messagem, breakm into blocksm1,m2, . . .
of size `, output c1, c2, . . ., where ci = fk(mi).

Security?

• Cipher-Block Chaining Mode (CBC Mode): c0 = IV
R←{0, 1}`, ci = fk(ci−1 ⊕mi).

Can be proven to achieve CPA security, if {fk} is a family of pseudorandom permutations.
Stateful version where last ciphertext block of one message is used is �rst ciphertext block of
next message (rather than choosing a new IV ) is not CPA secure:

• Counter Mode (CTR Mode): ci = fk([IV + i mod 2`])⊕mi. (Stream cipher)

• Output Feedback Mode (OFB Mode): ci = mi⊕zi, where z0
R←{0, 1}`, zi = fk(zi−1). (Stream

cipher).

3 Advanced Encryption Standard (AES)

• Replacement for DES, whose 56-bit key length became vulnerable to brute force attack (56
hours on $250k specialized hardware in 1997). (Remarkably after 20 years, brute force attack
was still the best practical attack against DES. Attacks based on �di�erential cryptanalysis�
and �linear cryptanalysis� reduce time to 237 or 243, but require many chosen or known input-
output pairs, rendering them impractical.)
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• Development initiated in 1997 by the National Institute of Standards and Technology (NIST).
15 submissions to competition, several rounds of public analysis and discussion (including
cryptanalysis by competitors). Rijndael selected in October 2000, soon to be standardized.

• Block size = 128, variable key length = 128, 192, or 256, variable number of rounds = 10, 12,
or 14, respectively.

• Variant of a substitution-permutation network, where in each round i, the input x is trans-
formed as follows:

� current input value x is XORed with the round key ki (where ki is derived from key k in
a simple way)

� �xed (constant-size permutations) are applied to the blocks of x (�confusion�)

� the bits of x are permuted in a �xed way (�di�usion�)

• Computation of AESk(x):

� m written as 4× 4 matrix of 8-bit values (viewed as elements of �nite �eld F of size 28).

� Each round consists of:

∗ Applying a substitution (S-box) to each matrix entry. (Inversion and a�ne trans-
formation in F: S(x) = ax−1 + b where a, b �xed) S and S−1 are easy to compute.

∗ Left-shifting each row (0, 1, 2, 3 positions, respectively).

∗ An operation on each column (polynomial arithmetic over F: each column is viewed
as a polynomial). This column substitution C and its inverse C−1 are easy to
compute.

∗ XORing entire matrix with the round key ki.

� Round key generation:

∗ Actual k written as initial part of an array, each entry consisting of a word � four
8-bit values, again viewed as elements of F.
∗ Usually, next word is XOR of previous word and an earlier word.

∗ Sometimes, next word formed by a left-shift and S-box applied to entries of previous
word.

• Design criteria:

� Protection against known attack methods (e.g. linear and di�erential cryptanalysis).

� E�ciency (hardware and software) on wide range of platforms.

� Simplicity.

• Only time will tell how good it really is!
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