
CS208: Applied Privacy for Data Science
Differential Privacy for Graphs & Social Networks

James Honaker & Salil Vadhan
School of Engineering & Applied Sciences

Harvard University

April 15, 2018

http://crcs.seas.harvard.edu/


Main Points

• So far, we have focused on DP for “flat tables” where one 
individual’s data = one row.

• DP can be defined for graph data, and is compatible with 
many interesting statistical analyses.

• The theory of DP for graphs has been developed more 
recently and has not yet made its way into practice (as far as 
we know), but it may be ripe for doing so.  

• We will follow a survey talk by Sofya Raskhodnikova, with 
some interludes.
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Differentially Private Analysis 
of Graphs

Sofya Raskhodnikova
Boston University

Based on joint work with    Shiva Kasiviswanathan
Kobbi Nissim
Adam Smith



Publishing information about graphs
Many types of data can be represented as graphs where
• nodes correspond to individuals
• edges capture relationships

• “Friendships” in online social network
• Financial transactions
• Email communication
• Health networks (of doctors and patients)
• Romantic relationships
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image source http://community.expressor-
software.com/blogs/mtarallo/36-extracting-data-
facebook-social-graph-expressor-tutorial.html

Such graphs contain 
potentially sensitive 

information.

image source http://www.queticointernetmarketing.com/new-amazing-facebook-photo-mapper/

Presenter
Presentation Notes
Many types of data can be represented as graphs, where nodes correspond to individuals and edges capture relationships between them. Examples include …In many situations, somebody might want to publish or release some information about these graphs: say, for research or oversight or advertising purposes. However, one has to be careful about how it is done because these graphs contain potentially sensitive information.No talk on DP in graphs is complete without this picture. This is the graph of romantic relationships in one American high school from a famous sociological study. In this case, the researchers decided to publish the entire largest connected component of the graph, after removing all information associated with each node, except for gender. For this audience, I won’t spend time arguing that this graph is not anonymized. I will just point out some nodes with unique neighborhoods in this graph. More generally, it has been pointed out that in real-world social networks, if we look at relatively small neighborhoods, each node’s neighborhood is unique.
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• False dichotomy: personally identifying vs. non-personally identifying information.
• Links and any other information about individual can be used for de-anonymization.

``Anonymized’’ graphs still pose privacy risk

Bearman, Moody, Stovel. Chains of affection: The structure of adolescent romantic and sexual networks, American J. Sociology, 2008

In a typical real-life network, many 
nodes have unique neighborhoods.

Alex

Bob
JenTal

Presenter
Presentation Notes
This is LCC of the graph of romantic and sexual relationships in one American high school from a famous sociological study. In this case, the researchers decided to publish all the links in the graph, after removing all information associated with each node, except for gender. (collected for a period of 18 months )More generally, it has been observed that in social networks, if we look at relatively small neighborhoods, each node’s neighborhood is unique. So, private information is leaked when the entire graph is published.



De-anonymization attacks
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– Movie ratings [Narayanan, Shmatikov 08]

– Social networks
[Backstrom Dwork Kleinberg 07, 
Narayanan Shmatikov 09, Narayanan Shi Rubinstein 12]

– Computer networks
[Coull Wright Monrose Collins Reiter 07,  
Ribeiro Chen Miklau Townsley 08]

Can reidentify individuals based on external sources.

internet social networks anonymized datasets

Presenter
Presentation Notes
There is  a number of published de-anonymization attacks for different types of graphs (representing movie ratings,…) that reidentify…



8

What information can be released
without violating privacy?



Two variants of differential privacy for graphs

• Edge differential privacy

Two graphs are neighbors if they differ in one edge.

• Node differential privacy

Two graphs are neighbors if one can be obtained from the other 
by deleting a node and its adjacent edges.
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G: G′:

G: G′:

Presenter
Presentation Notes
Node differential privacy is more in the spirit of protecting privacy of each individual. However, this definition is significantly harder to satisfy because you have to cover much larger changes in the graph.



Differential privacy (for graph data)

Differential privacy [Dwork McSherry Nissim Smith 06]
An algorithm A is 𝝐𝝐-differentially private if for all pairs of 
neighbors 𝑮𝑮, 𝑮𝑮′ and all possible sets of outputs S:

𝑷𝑷𝑷𝑷 𝑨𝑨 𝑮𝑮 ∈ 𝑺𝑺 ≤ 𝒆𝒆𝝐𝝐 ⋅ 𝑷𝑷𝑷𝑷 𝑨𝑨 𝑮𝑮′ ∈ 𝑺𝑺

Graph G

12image source http://www.queticointernetmarketing.com/new-amazing-facebook-photo-mapper/

Algorithm

Data processing

output

Data release

Presenter
Presentation Notes
This is the standard definition of differential privacy. The only innovation is that the usual picture with discs got updated to a graph. An algorithm … the usual condition holds. What does it mean for two graphs to be neighbors?



Prior work: weaker/incomparable privacy definitions

• Edge differential privacy
– Number of triangles, MST cost [Nissim Raskhodnikova Smith 07]

– Degree distribution [Hay Rastogi Miklau Suciu 09, 
Hay Li Miklau Jensen 09, Karwa Slavkovic 12, Kifer Lin 13]

– Small subgraph counts [Karwa Raskhodnikova Smith Yaroslavtsev 11]

– Cuts [Hardt Rothblum 10, Gupta Roth Ullman 12, 
Blocki Blum Datta Sheffet 12]

– Kronecker graph model parameters [Mir Wright 12]

• Edge-private against Bayesian adversary (weaker privacy)
– Small subgraph counts [Rastogi Hay Miklau Suciu 09]

• Node zero-knowledge private
– Privacy only for bounded-degree graphs
– Average degree, distances to graph families [Gehrke Lui Pass 12]

13

Presenter
Presentation Notes
In some paper where privacy guarantee is stated ambiguously and is hard to interprete.
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What graph statistics can be 
computed accurately

with node differential privacy?

Previously:
no node-differentially private algorithms accurate on sparse graphs.

Concurrent work: [Blocki Blum Datta Sheffet, Chen Zhou]



• Number of edges
• Counts of small subgraphs

(e.g., triangles, 𝒌𝒌-triangles, 𝒌𝒌-stars)
• Degree distribution

Our algorithms for these statistics
• node differentially private for all graphs

– Accurate for a large subclass of graphs (including sparse 
graphs, scale-free graphs and Erdos-Renyi graphs)

– (1+𝒐𝒐𝒏𝒏(1))-approximation

Graph statistics
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… …

Fraction of nodes of degree d

Degree d

…
…

Presenter
Presentation Notes
Scale-free = network whose distribution follows a power law.Erdos-RenyiHave degree distribution with not-too-heavy tailBasic Network MetricsNotes by Daniel Whitney



16

Lipschitz extensions
A tool for differentially private 

graph analysis



Basic technique: noise proportional to sensitivity
• Global sensitivity of a function 𝑓𝑓 is

Also called Lipschitz constant of 𝑓𝑓.

• GS Framework [DMNS]: For every real-valued function 𝑓𝑓,                            
there is an 𝜖𝜖-differentially private algorithm 𝐴𝐴 such that 

𝔼𝔼 𝐴𝐴 𝐺𝐺 − 𝑓𝑓 𝐺𝐺 =
𝝏𝝏𝝏𝝏
𝜖𝜖

.

• Intuition: Adding noise ≈ 𝝏𝝏𝝏𝝏
𝝐𝝐

makes 𝑮𝑮, 𝑮𝑮𝑮 hard to distinguish

18𝝏𝝏(𝑮𝑮′) 𝝏𝝏(𝑮𝑮)

𝝏𝝏𝝏𝝏 = max
𝐧𝐧𝐧𝐧𝐧𝐧𝐧𝐧 𝐧𝐧𝐧𝐧𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐧𝐧𝐞𝐞𝑠𝑠 𝑮𝑮,𝑮𝑮′

𝑓𝑓 𝑮𝑮 − 𝑓𝑓 𝑮𝑮′
𝟏𝟏

Presenter
Presentation Notes
The first upper bound on the error was given in the paper that defined DP by DMNS.Example # of nodes has sensitivity 1.



• Global sensitivity of a function 𝑓𝑓 is

• Examples: 
 𝝏𝝏𝐧𝐧𝐧𝐧𝐞𝐞𝐧𝐧(G) is the number of edges in G.
 𝝏𝝏△(G) is the number of triangles in G. 
 𝝏𝝏𝐧𝐧𝐧𝐧𝐞𝐞(G) is the degree list of G. 
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𝝏𝝏𝝏𝝏𝐧𝐧𝐧𝐧𝐞𝐞𝐧𝐧= 𝑛𝑛.

𝝏𝝏𝝏𝝏𝐧𝐧𝐧𝐧𝐞𝐞= 2𝑛𝑛.

Challenge for node privacy: high sensitivity

for graphs on 𝑛𝑛 nodes:

𝝏𝝏𝝏𝝏 = max
𝐧𝐧𝐧𝐧𝐧𝐧𝐧𝐧 𝐧𝐧𝐧𝐧𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐧𝐧𝐞𝐞𝑠𝑠 𝑮𝑮,𝑮𝑮′

𝑓𝑓 𝑮𝑮 − 𝑓𝑓 𝑮𝑮′
𝟏𝟏

Problem: high-degree nodes.

𝝏𝝏𝝏𝝏△= 𝒏𝒏
𝟐𝟐 .



Graphs of small degree
Let 𝓖𝓖 = family of all graphs,

𝓖𝓖𝑑𝑑 = family of graphs of degree  ≤ 𝑑𝑑.

Notation. 𝝏𝝏𝝏𝝏 = global sensitivity of 𝝏𝝏 over 𝓖𝓖.

𝝏𝝏𝒅𝒅𝝏𝝏 = global sensitivity of 𝝏𝝏 over 𝓖𝓖𝑑𝑑.

Observation. 𝝏𝝏𝒅𝒅𝝏𝝏 is low for many useful 𝑓𝑓.
Examples: 
 𝝏𝝏𝒅𝒅𝝏𝝏𝐧𝐧𝐧𝐧𝐞𝐞𝐧𝐧= 𝒅𝒅 (compare to 𝝏𝝏𝝏𝝏𝐧𝐧𝐧𝐧𝐞𝐞𝐧𝐧=  𝒏𝒏)

 𝝏𝝏𝒅𝒅𝝏𝝏△ = 𝒅𝒅
𝟐𝟐 (compare to 𝝏𝝏𝝏𝝏△ = 𝒏𝒏

𝟐𝟐 )

 𝝏𝝏𝒅𝒅𝝏𝝏𝐧𝐧𝐧𝐧𝐞𝐞 = 𝟐𝟐𝒅𝒅 (compare to 𝝏𝝏𝝏𝝏𝐧𝐧𝐧𝐧𝐞𝐞 = 𝟐𝟐𝒏𝒏)

Idea: ``Extend’’ 𝝏𝝏 from 𝓖𝓖𝑑𝑑 to 𝓖𝓖 for a carefully chosen 𝒅𝒅 ∈ [𝒏𝒏]. 22

𝓖𝓖

𝓖𝓖𝑑𝑑

Goal: privacy for all graphs

Presenter
Presentation Notes
The starting point of our algorithms is a simple observation that global sensitivity is much smaller if we restrict our attention to bounded-degree graphs.



Restricted Sensitivity
[Blocki-Blum-Datta-Sheffet `13]

Let: 
• 𝒢𝒢 = set of all datasets, with neighbor relation ∼.
• 𝑑𝑑(𝑥𝑥, 𝑥𝑥′) = distance between datasets 𝑥𝑥, 𝑥𝑥′ ∈ 𝒢𝒢 wrt ∼

= smallest 𝑘𝑘 s.t. ∃ path 𝑥𝑥 = 𝑥𝑥0 ∼ 𝑥𝑥1 ∼ ⋯ ∼ 𝑥𝑥𝑘𝑘 = 𝑥𝑥′.
• ℋ ⊆ 𝒢𝒢 be a “hypothesis” set of datasets in which we hope 

that our dataset lies.

Def: For 𝑓𝑓 ∶ 𝒢𝒢 → ℝ, the restricted sensitivity of 𝑓𝑓 wrt ℋ is:

𝜕𝜕ℋ𝑓𝑓 = max
𝑥𝑥,𝑥𝑥′∈ℋ

|𝑓𝑓 𝑥𝑥 − 𝑓𝑓 𝑥𝑥′ |
𝑑𝑑(𝑥𝑥, 𝑥𝑥′)

Q: why not restrict attention to 𝑥𝑥, 𝑥𝑥′ that are neighbors?

Goal: add noise proportional to 𝜕𝜕ℋ𝑓𝑓 when 𝑥𝑥 ∈ ℋ while 
maintaining privacy for all 𝑥𝑥 ∈ 𝒢𝒢.



Restricted Sensitivity vs. Local Sensitivity

• Recall that there are several techniques that try to add noise that is 
close to the local sensitivity:
– DP bound on local sensitivity [Dwork-Lei `09, KNRS `13]: 

If 𝑆𝑆 𝑥𝑥 is 𝜀𝜀1-DP and Pr 𝑆𝑆 𝑥𝑥 ≥ LS𝑓𝑓 𝑥𝑥 ≥ 1 − 𝛿𝛿, then 
𝑀𝑀 𝑥𝑥 = 𝑓𝑓 𝑥𝑥 + Lap( ⁄𝑆𝑆(𝑥𝑥) 𝜀𝜀2) is (𝜀𝜀1 + 𝜀𝜀2, 𝛿𝛿)-DP.

– Smooth sensitivity [Nissim-Raskhodnikova-Smith `07]: If 
SS𝑓𝑓

𝜀𝜀 𝑥𝑥 = max
𝑥𝑥′∈𝒢𝒢

𝑒𝑒−𝜀𝜀𝑑𝑑(𝑥𝑥,𝑥𝑥′) ⋅ LS𝑓𝑓(𝑥𝑥′).

Then 𝑀𝑀 𝑥𝑥 = 𝑓𝑓 𝑥𝑥 + Cauchy( ⁄SS𝑓𝑓
𝜀𝜀 𝑥𝑥 𝜀𝜀) is 2𝜀𝜀-DP. 

• But restricted sensitivity can be smaller than local sensitivity even 
when 𝑥𝑥 ∈ ℋ.  Consider LS𝑓𝑓𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒 𝐺𝐺 , LS𝑓𝑓∆ 𝐺𝐺 , LS𝑓𝑓𝑒𝑒𝑒𝑒𝑒𝑒 𝐺𝐺 for 𝐺𝐺 ∈ 𝒢𝒢𝑑𝑑.



Lipschitz extensions

• Release 𝑓𝑓′ via GS framework [DMNS’06]

• All real-valued functions have Lipschitz extensions [McShane 34]

• Lipschitz extensions for subgraph counts that can be computed 
efficiently [Kasiviswanathan Nissim R Smith 13]
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𝓖𝓖

𝓖𝓖𝑑𝑑
𝝏𝝏′ = 𝝏𝝏

𝝏𝝏𝝏𝝏′ = 𝝏𝝏𝒅𝒅𝝏𝝏

A function 𝑓𝑓′ is a Lipschitz extension
of 𝑓𝑓 from 𝓖𝓖𝑑𝑑 to  𝓖𝓖 if

𝑓𝑓′ agrees with 𝑓𝑓 on 𝓖𝓖𝑑𝑑 and
𝝏𝝏𝝏𝝏′ = 𝝏𝝏𝒅𝒅𝝏𝝏

Presenter
Presentation Notes
The novel aspect is that we are trying to understand Lip exts that are efficiently computable even on domains of exponential size.



Lipschitz extensions: vector-valued functions [RS16]

• We can still release 𝑓𝑓′ via GS framework

• Lipschitz extensions of degree list and degree distribution
(with small stretch) that can be computed efficiently.
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𝓖𝓖

𝓖𝓖𝑑𝑑
𝝏𝝏′ = 𝝏𝝏

𝝏𝝏𝝏𝝏′ ≤ 𝒔𝒔 ⋅ 𝝏𝝏𝒅𝒅𝝏𝝏

A function 𝑓𝑓′ is a Lipschitz extension
of 𝑓𝑓 from 𝓖𝓖𝑑𝑑 to  𝓖𝓖 with stretch 𝒔𝒔 if
𝑓𝑓′ agrees with 𝑓𝑓 on 𝓖𝓖𝑑𝑑 and
𝝏𝝏𝝏𝝏′ ≤ 𝒔𝒔 ⋅ 𝝏𝝏𝒅𝒅𝝏𝝏



Lipschitz extension of 𝝏𝝏𝐧𝐧𝐧𝐧𝐞𝐞𝐧𝐧: flow graph

For a graph G=(V, E), define flow graph of G:

Add edge (𝑢𝑢, 𝑣𝑣′) iff 𝑢𝑢, 𝑣𝑣 ∈ 𝐸𝐸.
𝒗𝒗𝐟𝐟𝐟𝐟𝐧𝐧𝐟𝐟(G) is the value of the maximum flow in this graph.
Lemma. 𝒗𝒗𝐟𝐟𝐟𝐟𝐧𝐧𝐟𝐟(G)/2 is a Lipschitz extension of𝝏𝝏𝐧𝐧𝐧𝐧𝐞𝐞𝐧𝐧.
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For a graph G=([n], E), define LP with variables 𝑥𝑥𝑇𝑇 for all triangles 𝑇𝑇:

𝒗𝒗𝐋𝐋𝐋𝐋(G) is the value of LP.

Lemma. 𝒗𝒗𝐋𝐋𝐋𝐋(G) is a Lipschitz extension of 𝝏𝝏△.
• Computable in time �𝑶𝑶(𝒏𝒏 + 𝝏𝝏△ 𝑮𝑮 ) using [Plotkin Shmoys Tardos]

• Can be generalized to other counting queries.

Lipschitz extensions via linear programs

30

Maximize 

0 ≤ 𝑥𝑥𝑇𝑇 ≤ 1 for all  triangles 𝑇𝑇

for all nodes 𝑣𝑣

�
𝑇𝑇=△ of 𝐺𝐺

𝑥𝑥𝑇𝑇

�
𝑇𝑇:𝑣𝑣∈𝑉𝑉(𝑇𝑇)

𝑥𝑥𝑇𝑇 ≤
𝒅𝒅
𝟐𝟐



Experiments for the flow and LP method [Lu]
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Graph # nodes # edges Max 
degree

Time, secs
# edges

Time, secs
# 𝚫𝚫s

CA-GrQc 5,242 28,992 81 0.02 7
CA-HepTh 9,877 51,996 65 0.68 0.5
CA-AstroPh 18,772 396,220 504 0.34 10,222
com-dblp-ungraph 317,080 2,099,732 343 2 2128
com-youtube-ungraph 1,134,890 5,975,248 28,754 9 94



flow graph of G

Can we use 𝑓𝑓𝑣𝑣 as a proxy for degree of 𝑣𝑣?
Issue: max flow is not unique.
Want: unique flow that has low global sensitivity.
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𝝏𝝏𝒗𝒗 = flow into 
vertex 𝒗𝒗

Lipschitz extension of the degree list

Presenter
Presentation Notes
A small change can make the vector of flows jump a lot, and it means it has high sensitivity.



Idea: maximize ∑𝑣𝑣ℎ(𝑓𝑓𝑣𝑣) instead of ∑𝑣𝑣𝑓𝑓𝑣𝑣 ,
where ℎ(𝑥𝑥) is strictly concave.

• Let 𝑓𝑓∗ be the vector of 𝑠𝑠-out-flows.
– 𝑓𝑓∗ is unique, since ℎ is strictly concave.
– Poly-time computable [Lee Rao Srivastava 13].

• Lemma. 𝝏𝝏∗ is a Lipschitz extension of degree-list with stretch 3/2.
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𝝏𝝏𝒗𝒗
∗ = flow into 

vertex 𝒗𝒗
𝒉𝒉 𝒙𝒙
= 𝒙𝒙(𝟐𝟐𝒅𝒅 − 𝒙𝒙)

maximizing ∑𝑣𝑣ℎ(𝑓𝑓𝑣𝑣)

Lipschitz extension of 𝝏𝝏𝐧𝐧𝐧𝐧𝐞𝐞: convex programming

Presenter
Presentation Notes
Can be viewed as minimizing the L2 distance from all-d vector.Minimizing a convex function on a convex set can be done in poly time.



Releasing degree list: summary

1. Construct flow graph of G.
2. Compute 𝑠𝑠-out-flows 𝑓𝑓∗.

3. Release vector 𝑓𝑓∗, with Lap 3𝑑𝑑
𝜖𝜖

per coordinate.

4. Use post-processing techniques by [Hay Rastogi Miklau Suciu 09, Hay Li 

Miklau Jensen 09, Karwa Slavkovic 12, Kifer Lin 13] to remove some noise.
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𝝏𝝏𝒗𝒗
∗ = flow into 

vertex 𝒗𝒗 maximizing ∑𝑣𝑣ℎ(𝑓𝑓𝑣𝑣)

Presenter
Presentation Notes
Minimizing a convex function on a concave set can be done in poly time.



Another Extension Theorem
Let: 
• 𝒢𝒢 = set of all datasets, with neighbor relation ∼.
• 𝑑𝑑(𝑥𝑥, 𝑥𝑥′) = distance between datasets 𝑥𝑥, 𝑥𝑥′ ∈ 𝒢𝒢 wrt ∼

= smallest 𝑘𝑘 s.t. ∃ path 𝑥𝑥 = 𝑥𝑥0 ∼ 𝑥𝑥1 ∼ ⋯ ∼ 𝑥𝑥𝑘𝑘 = 𝑥𝑥′.
• ℋ ⊆ 𝒢𝒢 be a “hypothesis” set of datasets in which we hope 

that our dataset lies.

Def: 𝑀𝑀 ∶ ℋ → 𝒴𝒴 is 𝜀𝜀-DP (restricted to ℋ) if ∀ 𝑥𝑥, 𝑥𝑥′ ∈ ℋ, 𝑆𝑆 ⊆ 𝒴𝒴, 
Pr 𝑀𝑀 𝑥𝑥 ∈ 𝑆𝑆 ≤ 𝑒𝑒𝜀𝜀⋅𝑑𝑑 𝑥𝑥,𝑥𝑥′ ⋅ Pr 𝑀𝑀 𝑥𝑥′ ∈ 𝑆𝑆

Thm [Borgs-Chayes-Smith-Zadik `18]:  If 𝑀𝑀 ∶ ℋ → 𝒴𝒴 is 𝜀𝜀-DP 
(restricted to ℋ) then there is 𝑀𝑀′: 𝒢𝒢 → 𝒴𝒴 such that:
• 𝑀𝑀′ is 2𝜀𝜀-DP, and
• For all 𝑥𝑥 ∈ ℋ, 𝑀𝑀 𝑥𝑥 ≡ 𝑀𝑀(𝑥𝑥′).



Projection-based approaches

• The extension 𝑀𝑀′ may not be efficiently computable.
• Idea: use a projection, i.e.  𝑇𝑇: 𝒢𝒢 → ℋ s.t. 𝑇𝑇 𝑥𝑥 = 𝑥𝑥 ∀𝑥𝑥 ∈ ℋ.

– E.g. remove all nodes of degree > 𝑑𝑑.

• v1: If 𝑇𝑇 is 𝑐𝑐-Lipschitz, then 𝑀𝑀′ 𝑥𝑥 = 𝑀𝑀(𝑇𝑇(𝑥𝑥)) is 𝑐𝑐𝜀𝜀-DP.
– ∃ efficient 3-Lipschitz projection to ℋ = 𝒢𝒢𝑑𝑑 wrt edge privacy.
– But none known for node privacy.

• v2: add noise prop. to smooth sensitivity of 𝑔𝑔 = 𝑓𝑓 ∘ 𝑇𝑇
– ≤ (𝜕𝜕ℋ 𝑓𝑓) × (smooth Lipschitz constant of 𝑇𝑇)
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Choosing the cutoff degree d [RS16]



Evaluating Cutoff Degrees

Given: candidate real-valued Lipschitz extensions 𝑓𝑓𝑑𝑑 and              
their sensitivities 𝝏𝝏𝑓𝑓𝑑𝑑

• If we approximate 𝑓𝑓 by releasing 𝑓𝑓𝑑𝑑 in GS framework, 
the expected error is roughly 𝝏𝝏 𝑮𝑮 − 𝝏𝝏𝒅𝒅 𝑮𝑮 + 𝝏𝝏𝝏𝝏𝒅𝒅

𝝐𝝐

Want: 𝑓𝑓𝑑𝑑 with (approximately) smallest 

score 𝑞𝑞𝑑𝑑 𝐺𝐺 ≔ −𝑓𝑓𝑑𝑑 𝐺𝐺 + 𝝏𝝏𝑓𝑓𝑒𝑒
𝜖𝜖
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Differentially private algorithms 
for choosing the item with the smallest score

• Exponential Mechanism [McSherry Talwar 07]
– Additive error in the score is proportional to maximum 

(over items) sensitivity of a score function

• Generalized Exponential Mechanism [R Smith 16]
– Additive error in the score is proportional to the sensitivity

of the optimal score function
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1. Lipschitz extensions [BBDS13, KNRS13]
– Releasing number of edges via max flow [KNRS13]
– Releasing subgraph counts via linear programming [KNRS13]
– Releasing degree list: via convex programming [RS16]
– The most accurate known method
2. Generalized exponential mechanism [SR16] 
– For choosing among objects with score functions of different 

sensitivities
– For choosing the cutoff degree

Summary of techniques we saw
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Conclusions
• It is possible to design node differentially private algorithms 

with good utility for a large class of graphs
– One can choose a “good” value of 𝑑𝑑 privately

• Directions for future work
– Understanding which functions have efficiently computable         

Lipschitz extensions with small stretch
– Node-private algorithms for releasing other graph statistics
– Node-private synthetic graphs

• Open Question: Is there a node-differentially private algorithm 
for releasing the cost of all graph cuts 
with worst-case error        𝑜𝑜(𝑛𝑛⋅max-degree(G)) ?
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