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Abstra t. We onstru t several new statisti al zero-knowledge proofs
with eÆ ient provers, i.e. ones where the prover strategy runs in probabilisti polynomial time given an NP witness for the input string.
Our rst proof systems are for approximate versions of the Shortest
Ve tor Problem (SVP) and Closest Ve tor Problem (CVP),
where the witness is simply a short ve tor in the latti e or a latti e ve tor
lose to the target, respe tively. Our proof systems are in fa t proofs of
knowledge, and as a result, we immediately obtain eÆ ient latti e-based
identi ation s hemes whi h an be implemented with arbitrary families
of latti es in whi h the approximate SVP or CVP are hard.
We then turn to the general question of whether all problems in SZK \
NP admit statisti al zero-knowledge proofs with eÆ ient provers. Towards this end, we give a statisti al zero-knowledge proof system with
an eÆ ient prover for a natural restri tion of Statisti al Differen e,
a omplete problem for SZK. We also suggest a plausible approa h to
resolving the general question in the positive.

1 Introdu tion
Zero-knowledge proof systems, introdu ed in [1℄, have proven to be a powerful
tool for onstru ting ryptographi proto ols. They have also turned out to be a
ri h obje t of study from the perspe tive of omplexity theory. In this paper, we
fo us on statisti al zero knowledge (SZK), whi h is the form of zero knowledge
that provides the strongest se urity guarantees and whose omplexity-theoreti
study has been most a tive in re ent years. One signi ant gap between mu h of
the re ent theoreti al study and the ryptographi appli ability of SZK involves
the prover's eÆ ien y, i.e. whether the prover an be implemented in polynomial
time (given some auxiliary information). This property is learly essential for a
zero-knowledge proof to be used in ryptographi proto ols, but many of the
theoreti al results ignore this issue. Prover eÆ ien y for SZK has been onsidered in the past, leading to the result of Bellare and Petrank [2℄ that any SZK
?
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proof system admits a prover that runs in probabilisti polynomial time given
an NP ora le. However, this notion of eÆ ien y is insuÆ ient for ryptography,
as the NP ora le annot be realized eÆ iently. In ryptographi appli ations,
one would like the prover to run in probabilisti polynomial time given only the
input string x (drawn from some NP language L) and an NP-witness w (the
\se ret key") that x 2 L. We all a proof system with this property a proof system with an eÆ ient prover. (These were alled prover-pra ti al proof systems
in [3℄.) A number of the lassi perfe t and statisti al zero-knowledge proof systems [1, 4℄ have eÆ ient provers, but not all problems in SZK \ NP are known
to have su h proof systems. Indeed, it remains an intriguing open problem to
hara terize the lass of problems whi h have statisti al zero-knowledge proofs
with eÆ ient provers and extend known results about statisti al zero knowledge
to this lass.
In this paper, we onstru t statisti al zero-knowledge proofs with eÆ ient
provers for several problems previously not known to have su h proofs. We rst
do this for approximate versions of the Closest Ve tor Problem (CVP)
and Shortest Ve tor Problem (SVP) in latti es. These proof systems immediately yield eÆ ient identi ation s hemes based on the hardness of these
problems. An interesting property of our s hemes is that they allow us to use
arbitrary latti es (where CVP and SVP are hard), whi h gives potential advantages both from the eÆ ien y and se urity points of view; for example, there is
no need to embed a \trapdoor basis" in the latti e. Then we onstru t a statisti al zero-knowledge proof with an eÆ ient prover for a natural restri tion of
Statisti al Differen e, whi h is known to be a omplete problem for SZK.
We view the latter result as progress towards hara terizing the lass of problems
having statisti al zero-knowledge proofs with eÆ ient provers.

1.1 Statisti al Zero Knowledge
Zero-knowledge proof systems are proto ols by whi h a omputationally unbounded prover an onvin e a probabilisti polynomial-time veri er, of an assertion, i.e. that some string x is a yes instan e of some de ision problem. The
zero-knowledge property requires that the veri er \learns nothing" from this
intera tion other than the fa t that the assertion being proven is true. In a statisti al zero-knowledge proof system, the se urity for both parties is very strong.
Spe i ally, it holds even with respe t to omputationally unbounded heating
provers or veri ers. Note that even though the se urity holds for omputationally
unbounded parties, the pres ribed veri er strategy is always required to be polynomial time. We will dis uss the prover's eÆ ien y later. The lass of problems
possessing statisti al zero-knowledge proofs is denoted SZK.
In addition to its ryptographi signi an e, SZK has turned out to be quite
interesting from a omplexity-theoreti perspe tive. On the one hand it is known
to ontain important omputational problems, su h as Graph Nonisomorphism [4℄ and Quadrati Residuosity [1℄. On the other hand, it is ontained
in the lass AM \ o-AM [5, 6℄ and hen e is unlikely to ontain NP-hard problems. More re ently, it was dis overed that SZK is losed under omplement [7℄

and has natural omplete problems [8, 9℄. Moreover, a number of useful transformations of statisti al zero-knowledge proof systems have been given, for example
showing that every proof system whi h is statisti al zero knowledge for the honest veri er an be transformed into one whi h is statisti al zero knowledge even
for heating veri ers [7, 10℄.
The above theoreti al investigations fo us on the traditional de nition of
SZK, whereby no omputational restri tion is pla ed on the prover strategy,
and many manipulations used in the study of SZK do not preserve the prover's
eÆ ien y; indeed, this is inherent in the te hniques used (namely, bla k-box
transformations) [11℄. Nevertheless, we onsider it an important resear h dire tion to over ome this barrier and extend the study of SZK to proto ols with
eÆ ient provers. In parti ular, an we hara terize the sub lass of SZK possessing statisti al zero-knowledge proofs with eÆ ient provers? Sin e the eÆ ient
prover property only makes sense for problems in NP (a tually MA) and SZK
is not known to be ontained in NP,3 so we do not hope to show that all of
SZK has eÆ ient provers. But do all problems in SZK \ NP have statisti al
zero-knowledge proofs with eÆ ient provers?

1.2 Latti e Problems

A latti e is a subset of Rn onsisting of all integer linear ombinations of a set of
linearly independent ve tors. Two basi omputational problems involving latti es are the Shortest Ve tor Problem, nding the shortest nonzero ve tor
in the latti e, and the Closest Ve tor Problem, nding the latti e ve tor
losest to a given target ve tor. These problems have re eived a great deal of
attention re ently in both the ryptography and omplexity theory literature.
On the omplexity side, approximate versions of both of these problems have
been shown to be NP-hard [15{18℄, and variants of the approximate Shortest
Ve tor Problem have been shown to be related by a worst- ase/average- ase
onne tion [19℄. On the ryptography side, a number of ryptographi primitives
have been proposed whi h impli itly or expli itly rely on the hardness of these
problems. These in lude the one-way fun tions of [19, 20℄, the ollision-resistant
hash fun tions of [21, 22℄, the publi -key en ryption s hemes of [23{25℄.
In [26℄, Goldrei h and Goldwasser exhibited statisti al zero-knowledge proofs
for approximate versions of the omplements of Shortest Ve tor Problem
and Closest Ve tor Problem.4 That is, they gave proto ols for proving that
a latti e has no short ve tor (resp., has no ve tor lose to the target ve tor). The
Goldrei h{Goldwasser proof systems do not have eÆ ient provers. Indeed, the
problems they onsider are not known to be in NP and their main motivation
was to prove that they are in AM (and, being also in o-NP, are thus unlikely to
be NP-hard under standard types of redu tions). However, sin e SZK is losed
under omplement [7℄, it follows from their result that the orresponding approximate versions of the Shortest Ve tor Problem and the Closest Ve tor
3
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A tually, there is some re ent eviden e that AM may equal NP [12{14℄ whi h would
imply that SZK  NP \ o-NP.
In fa t, their proof systems are perfe t zero knowledge (against an honest veri er).

themselves (rather than their omplements) are also in SZK. Sin e
these problems are in NP, we an hope to onstru t statisti al zero-knowledge
proofs with eÆ ient provers for them. However, the SZK proofs obtained by
applying the general result of [7℄ (or even later simpli ations [8, 9, 27℄) do not
guarantee eÆ ient provers, and in addition would be extremely umbersome and
impra ti al.
Problem

1.3 Our Results
We rst onstru t statisti al zero-knowledge proof systems with eÆ ient provers
for approximate versions of the Shortest Ve tor Problem and Closest
Ve tor Problem. The approximation fa tor for our proof system
an be as
p
small as in the Goldrei h{Goldwasser proof systems, namely ( n= log n) where
n is the rank of the latti e. The prover strategy an be implemented in polynomial time given only a short latti e ve tor (resp., latti e ve tor lose to the
target ve tor). The proof systems are a tually proofs of knowledge, and hen e
immediately give rise to identi ation s hemes [28℄ provided one an eÆ iently
generate latti es in whi h either of these problems is hard together with the orresponding witnesses. We remark that in order to eÆ iently prove that a target
point is lose to the latti e (or that the latti e ontains short ve tors) it is not
ne essary to know a short (trapdoor) basis, i.e., a basis onsisting entirely of
short ve tors. On the se urity side, embedding a trapdoor basis has often been
regarded as a weak point for many latti e and subset-sum based ryptosystems.
Our identi ation s hemes an be instantiated with any latti e, o ering the highest degree of se urity. For example, one an use latti es derived from the random
lasses of [19℄ or [22℄. This results in provably se ure latti e-based identi ation
(ID) s hemes with an average- ase/worst- ase onne tion.5 ; 6 On the eÆ ien y
side, omplete freedom in the hoi e of the latti e enables the use of latti es with
spe ial stru ture (e.g., the y li latti es of [20℄, or the onvolutional modular
latti es of NTRU [25℄), or share the same latti e among di erent users, in order
to get smaller key size or faster identi ation pro edures. (See Se tion 5.)
We then return to the general question of eÆ ient provers for SZK. We
generalize te hniques of Itoh, Ohta, and Shizuya [29℄ to show that a natural
restri tion of Statisti al Differen e has a statisti al zero-knowledge proof
with an eÆ ient (polynomial time) prover.7 In the Statisti al Differen e
problem, one is given two (suitably represented) probability distributions, and
5

6

7

In order to use these latti es in our onstru tion one needs a pro edure to generate
a latti e together with a short ve tor, but this an be a hieved as explained in [19℄
by slightly perturbing the latti e distribution.
The results of [19, 22℄ immediately give one way fun tions from worst ase hardness
assumptions, whi h, in turn, imply the existen e of se ure ID s hemes. However,
these generi onstru tions are pretty ineÆ ient. Our onstru tions build ID s hemes
dire tly from the underlying latti e problems (i.e. without going through one-way
fun tions), resulting in substantially more eÆ ient ID s hemes.
The prover in this proof system runs in polynomial time, but is not as pra ti al as
those for the latti e problems. In parti ular, our results about statisti al di eren e

the question is to determine if they are relatively lose (say, within statisti al
distan e at most 1=2) or are far apart (say, at statisti al distan
p e at least 1 ).
This is a omplete problem for SZK for any 0 <  < 1= 2 [8℄. Statisti al
Differen e is not known to be in NP, so we annot give a proof system with
eÆ ient provers for it. We onsider the restri tion of Statisti al Differen e
obtained setting  = 0: determine if two distributions are within statisti al distan e 1=2 or are ompletely disjoint. We observe that this problem is in NP,
and show that it admits a statisti al zero-knowledge proof system with eÆ ient
provers. Thus we view this as a step towards nding proof systems with eÆient provers for all problems in SZK \ NP. In addition, the te hniques we
use (namely [29℄) are not \bla k box," so this approa h is not subje t to the
limitations in [11℄.

1.4 Related Work
The rst zero-knowledge proof systems, namely those for Quadrati Residuand Quadrati Nonresiduosity [1℄, and Graph Isomorphism [4℄ had
eÆ ient provers and a hieved perfe t zero-knowledge. Subsequently, SZK proof
systems with eÆ ient provers have been found for a number of other numbertheoreti problems (e.g., [3, 30℄), all random self-redu ible problems [31℄ and
monotone formulae over random self-redu ible problems [32℄).
Other notions of prover eÆ ien y (mostly interesting from the perspe tive of
omputational omplexity) have been onsidered before. Building upon previous
work, Bellare and Petrank [2℄ show that for any SZK proof system, it is possible
to implement the prover strategy in probabilisti polynomial time given an NP
ora le. Noti e that given an NP ora le for Satisfiability, one an eÆ iently
nd NP-witnesses for arbitrary NP problems, by the self-redu ibility of NPomplete problems (su h as Satisfiability). So, the provers onsidered in [2℄,
are onsiderably more powerful than ours, and allow one to prove arbitrary SZK
languages, even those outside NP.
A more restri tive notion of prover eÆ ien y is onsidered in [33℄, where
the prover is given ora le a ess to a de ision ora le for the same language L
underlying the proof system.8 For example, the (honest-veri er) perfe t zeroknowledge proof system for Graph Nonisomorphism [4℄ satis es this notion
of prover eÆ ien y. The results of [33℄ are negative: there are NP languages for
whi h nding an NP witness for x 2 L, or even proving membership x 2 L
intera tively (whether or not in zero-knowledge), annot be eÆ iently redu ed
to de iding membership in L. This notion of proof system, alled ompetitive
osity
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should be regarded as a plausibility result aimed at hara terizing the omplexity
lass of statisti al zero-knowledge proof systems with eÆ ient provers, rather than
a on rete proposal of a proof system to be used in ryptographi appli ations.
When L is an NP- omplete problem, then these provers are as powerful as those
of [2℄. However, SZK is not likely to ontain any NP- omplete problem. So, for an
arbitrary language L in SZK, it is not lear how to eÆ iently prove membership in
L given ora le a ess to a de ision pro edure for L.

in [33℄, is in omparable with ours. On the one hand, our provers are given an
input string x together with an NP-witness for x 2 L, and it is not lear how
to eÆ iently ompute su h a witness given only a de ision ora le for L when L
is not NP- omplete or self-redu ible. On the other hand, the provers of [33℄ an
make queries \y 2 L?" to the ora le for arbitrary strings y (possibly di erent
from the input string x), while our prover is only given a witness for the input
string x.
In any ase, the notions of prover eÆ ien y onsidered by [2, 33℄ and related
papers, seem mostly interesting from a omputational omplexity perspe tive,
and do not mat h the requirements of ryptographi appli ations. A ru ial
di eren e is that the notion we study here makes sense only for problems in
NP, while the results of [2, 33℄ apply to languages outside NP as well.
Organization. The rest of the paper is organized as follows. In Se tion 2 we
give some basi de nitions about statisti al di eren e and the latti e problems
studied in this paper. In Se tion 3 we present and analyze the proof system for
CVP. The proof system for SVP is sket hed in Se tion 4. Se tion 5 dis usses our
latti e based identi ation s hemes. Finally, in Se tion 6 we study Statisti al
Differen e, and the problem of designing SZK proofs with eÆ ient provers
for all problems in SZK \ NP. Be ause of spa e onstraints, most proofs are
not presented here, and an be found in the full version of the paper.

2 Preliminaries
In this se tion we re all some basi de nitions and te hniques that will be used
in the rest of the paper. For more details the reader is referred to the books [34,
35℄ or the papers in the referen es.

2.1 Statisti al di eren e
The statisti al distan e between two dis rete random
variables X and Y over a
P
( ountable) set A is the quantity (X; Y ) = 12 a2A j PrfX = ag PrfY = agj.
Statisti al Differen e is a olle tion of problems (parameterized by two
real numbers 0  <  1) of the form: given two su in tly spe i ed probability distributions, de ide whether they are statisti ally lose or statisti ally far
apart. The probability distributions are spe i ed by ir uits whi h sample from
them. That is, we are given a ir uit X : f0; 1gm ! f0; 1gn whi h we interpret
as spe ifying the probability distribution X (Um ) on f0; 1gn , where Um is the
uniform probability distribution over f0; 1gm. More formally, for 0  <  1,
we de ne the following promise problem.

De nition 1 (Statisti

al Differen e

). Instan es of promise problem SD ;

are pairs (X; Y ) where X and Y are probability distributions. (X; Y ) is a yes
instan e if (X; Y )  , and a no instan e if (X; Y )  . (We have de ned
these problems as the omplements of those de ned in [8℄, be ause this formulation is more onvenient for our purposes.)

In [8℄ it is shown that SD ; is omplete for SZK for all 0 < =2 < < 2 <
1=3;2=3
1. In parti ular
is SZK- omplete, and SD1=2;1  is SZK- omplete for
p SD
all 0 <  < 1= 2.

2.2 Latti e problems and te hni al tools
Let Rm be the m-dimensional Eu lidean spa e. A latti e in Rm is the set of
all integral ombinations of n linearly independent ve tors b1 ; : : : ; bn in Rm
(m  n). The integers n and m are alled the rank and dimension of the latti e,
respe tively. Using matrix notation, if B = [b1 ; : : : ; bn ℄, the latti e generated by
basis matrix B is L(B) = fBx: x 2 Zng, where Bx is the usual matrix-ve tor
multipli ation. For omputational purposes, B and y are usually restri ted to
have integer (or, equivalently, rational) entries. In this paper, we will o asionally
use real ve tors in order to simplify the exposition. However, the use of real
numbers is not essential, and integer or rational approximations an always be
substituted for real ve tors whenever they o ur. Moreover, we often assume
that the latti e if full rank, i.e., n = m, as any latti e an be transformed into a
full-rank real latti e.
Approximate versions of the Shortest Ve tor Problem and Closest
Ve tor Problem des ribed in the introdu tion are aptured by the promise
problems GapSVP and GapCVP de ned as follows.

De nition 2. Instan es of promise problem GapSVP are pairs (B; t) where
B 2 Zmn is a latti e basis and t 2 Q a rational number. (B; t) is a yes instan e
if kBxk  t for some x 2 Zn n f0g. (B; t) is a no instan e if kBxk > t for all
x 2 Zn n f0g.
De nition 3. Instan es of promise problem GapCVP are triples (B; y; t) where
B 2 Zmn is a latti e basis, y 2 Zm is a ve tor and t 2 Q is a rational number.
(B; y; t) is a yes instan e if kBx yk  t for some x 2 Zn. (B; y; t) is a no
instan e if kBx yk > t for all x 2 Zn.
In our proof systems for latti e problems we make extensive use of a modular redu tion te hnique proposed in [36℄ to emulate the e e t of sele ting a
point uniformly at random from a P
latti e. Any latti e L(B) de nes a natural
equivalen e relation on span(B) = i bi  R, where two points x; y 2 span(B)
are equivalent if x y 2 L(B). For any latti e basis B de ne the half open
parallelepiped P (B) = fBx: 0  xi < 1g. It is easy to see that for any point
x 2 span(B), there exists a unique point y 2 P (B) su h that x is equivalent
to y modulo the latti e. This unique representative for the equivalen e lass of
x is denoted x mod B. Intuitively, x mod B is the displa ement of x within the
fundamental parallelepiped ontaining x. Noti e that if we x a (small) perturbation ve tor r, we add it to a latti e point Bv and redu e the result modulo B,
we get a ve tor (Bv + r) mod B = r mod B that does not depend on the latti e
point Bv from whi h we started. In other words, if we start from the origin, and
simply ompute r mod B, we obtain exa tly the same distribution.

3 The Closest Ve tor Problem
In this se tion we des ribe a statisti al zero-knowledge proof system (in fa t, a
proof of knowledge) with eÆ ient provers for approximating the losest ve tor
problem.
Consider an instan e (B; y; t) of GapCVP . Look at a small ball around y
and a small ball around a latti e point Bw losest to y. If y and Bw are lose to
ea h other, the relative volume of the interse tion of the two balls is quite large.
So, if we pi k a few random points from both balls, with high probability at
least one of them will be in the interse tion. The proof system works as follows:
the prover pi ks random points from the two balls, redu es them modulo B,
and sends the redu ed points to the veri er. Redu ing the points modulo B
has the ni e e e t that the resulting distribution an be eÆ iently sampled
even without knowing the latti e point Bw losest to y. (In fa t, using two balls
entered around y and the origin 0, results in exa tly the same distribution after
the redu tion modulo B. This is a ru ial property to a hieve zero-knowledge.)
Let's say that the total number of points pi ked by the prover is even. Then,
the veri er hallenges the prover asking him to show that either (1) there is an
even number of points from ea h ball; or (2) there is an odd number of points
from ea h ball. If the prover an answer both hallenges, then some point must
belong to the interse tion of the two balls, proving that the two balls interse t,
and therefore their enters annot be too far apart. Intuitively, the proof system
is zero knowledge be ause all that the veri er sees is a set of random points from
an eÆ iently samplable distribution.
Note that the proof system sket hed above a hieves neither perfe t ompleteness nor perfe t zero knowledge, but rather has a small (but negligible)
ompleteness error and is statisti al zero knowledge. The reason is that there is
a nonzero probability that all the randomly hosen points will lie outside the
interse tion of the two balls, and in this ase the prover will only be able to
answer one of the two hallenges. And intuitively, the veri er learns something
in ase the prover annot answer, namely that none of the hosen points is in
the interse tion. Below, we a hieve perfe t ompleteness by having the prover
modify the points hosen to ensure that at least one is in the interse tion (if
needed). However, this does not yield perfe t zero knowledge, be ause now the
points sent are no longer uniform in the two balls, but have a slightly skewed
distribution that may be hard to sample exa tly in polynomial time.
We now give the formal des ription of the proof system (P vp ; V vp ). In the
des ription below k is a parameter to be determined that depends on the value
of . In fa t, the proof system is valid for any value of and k , and the hoi e
of these parameters only a e ts the zero-knowledge property.
The Veri er. On input (B; y; t), the veri er V

vp pro eeds as follows.

1. Re eive k points m1 ; : : : ; mk 2 Rn from the prover
2. Send a uniformly hosen random bit q 2 f0; 1g to the prover
3. Re eive k bits
P 1 ; : : : ; k and k latti e points Bv1 ; : : : ; Bvk and he k that
they satisfy i i = q (mod 2) and kmi (Bvi + i y)k  t=2 for all i.

The following lemma shows that the proto ol de ned by the veri er is sound,
both as an intera tive proof system and even as a proof of knowledge.

Lemma 4 (soundness). If (B; y; t) is a no instan e of GapCVP , then the

veri er V vp reje ts with probability at least 1=2 when intera ting with any prover
strategy P  . Moreover, there is a probabilisti algorithm K (the knowledge extra tor) su h that if a prover P  makes
V vp a ept with probability 1=2 +  on

some instan e (B; y; t), then K P (B; y; t) outputs a ve tor w 2 Zn satisfying
kBw yk  t in expe ted time poly(n)=.
The Prover. Now that we know that the above proof system is sound, we show
that if (B; y; t) is a yes instan e, then it is always possible to make the veri er
a ept. Suppose (B; y; t) is a yes instan e of GapCVP , i.e., there exists an
integer ve tor w 2 Zn su h that ky Bwk  t. We des ribe a probabilisti
polynomial time prover P vp that, given the witness w (or, equivalently, u =
y Bw) as auxiliary input, makes the veri er a ept with probability 1. The
prover P vp , on input (B; y; t) and u = y Bw, pro eeds as follows:

1. Choose 1 ; : : : ; k 2 f0; 1g independently and uniformly at random. Also
hoose error ve tors r1 ; : : : ; rk 2 B (0; t=2) independently and uniformly at
random. Then, he k if there exists an index i su h that kri + (2 i
1)uk  t=2. If not, set i = 1 and rede ne i = 0 and ri = u=2, so
that kri + (2 i 1)uk  t=2 is ertainly satis ed. Finally, ompute points
mi = i y + ri mod B for all i = 1; : : : ; k and send them to the veri er.
2. Wait for the veri er to reply with a hallenge bit q 2 f0; 1g.
3. If q = i i , then the prover ompletes the proof sending bits i and latti e
ve tors Bvi = mi (ri + i y) (for i = 1; : : : ; k ) to the veri er. If q 6= i i ,
then the prover sends the same messages to the veri er, but with i and
Bvi repla ed by 1 i and Bvi + (2 i 1)(y u).

It is lear that P vp an be implemented in polynomial time. The reader an
easily verify that if the honest veri er V vp intera ts with prover P vp , then it
always a epts.
The Simulator. We prove the zero knowledge property by exhibiting a probabilisti polynomial-time simulator that outputs the trans ript of a onversation
between a (simulated) prover and a given heating veri er V  with a probability distribution that (for appropriate values of ; k ) is statisti ally lose to that
between V  and the real prover P vp .
The simulator S vp , on input (B; y; t), and given bla k-box a ess to a (possibly heating) veri er V  , pro eeds as follows:

1. Pi k random 1 ; : : : ; k 2 f0; 1g and r1 ; : : : ; rk 2 B (0; t=2), and ompute
mi = i y + rj mod B for all i = 1; : : : ; k.
2. Pass m1 ; : : : ; mk to V  , who replies with a query q 2 f0; 1g.9
9

We an assume, without loss of generality, that the veri er always output a single
bit answer. Any other message an be interpreted in some standard way.

3. If q =  i , then output the trans ript (fmi gki=1 ; q; f( i ; Bvi )gki=1 ), where
Bvi = mi (ri + i y). If q 6=  i , then output fail.

Theorem 5. If (B; y; t) is a yes instan e of GapCVP , then the statisti al differen e between the output of the simulator S vp ( onditioned on the event that
S vp does not fail), and the intera tion between V  and the real prover P vp ,
is at most 2(1
(2= ))k , where () is the relative volume of the interse tion
of two unit spheres whose enters are at distan e .


p
Using the bound ()  max exp(32 n=2) ; 1  n on the relative volume of
the interse tion of two spheres, 10 we immediately get the following orollary.

Corollary 6. (P vp ; V vp ) is a statisti al zero-knowledge proof system with perfe t ompleteness and soundness error 1=2, provided one of the following onditions holds true:

p

{ = (p n= log n) and k = poly(n) is a suÆ iently large polynomial, or
{ = ( n) and k = !(log n) is any superlogarithmi fun tion of n, or
{ = n0:5+ (1) and k = !(1) is any super onstant fun tion of n.
Negligible Error. As is, the proof system has onstant soundness error (1=2),
but it is often important to have negligible soundness error (1=n!(1) ). There are
several approa hes to redu ing the soundness error, with di erent advantages:
(1) Repeat the proof system `(n) = !(log n) times in parallel. This unfortunately does not preserve the zero knowledge property, but does yield a onstantround statisti ally witness-indistinguishable proof of knowledge with negligible
soundness error. (Witness indistinguishability means that for any two witness
w and w0 , the veri er's view when the prover uses w is statisti ally lose to its
view when the prover uses w0 . See [34℄.)
(2) Repeat the proof system `(n) = (log n) times in parallel and then repeat
the resulting proto ol ! (1) times sequentially. This does preserve zero knowledge,
yielding an ! (1)-round statisti al zero-knowledge proof of knowledge.
(3) In both of the approa hes above, the `-fold parallel repetition an be
ombined with the k -fold repetition already present in the original proto ol to
obtain more eÆ ient proto ols. Consider a modi ation of the original proto ol
(P vp ; V vp ), where in addition to sending k ve tors in the rst step, the prover
also sends a random k  ` matrix M over GF(2) = f0; 1g. The veri er's hallenge
is then a random ve tor q 2 f0; 1g`, and the ondition i i = q is repla ed with
M = q. The advantage of this proto ol is that it a hieves both simulation and
soundness error 2 (k) with a proto ol that involves only O(k ) n-dimensional
ve tors rather than O(k 2 ) as a hieved by independent repetitions of the original
proto ol.
10

See [26℄ for a prove of the rst inequality. The se ond one an be proved using similar
te hniques.

4 The Shortest Ve tor Problem
In this se tion we des ribe a statisti al zero knowledge proof system (Psvp ; Vsvp )
for GapSVP . The reasons we are interested in the Shortest Ve tor Problem are both theoreti al (being SVP a di erent problem from CVP, it is interesting to know if it admits SZK proofs with eÆ ient prover), and pra ti al, as
proofs of knowledge for SVP an be used in onjun tion with the latti es of [19℄
to yield identi ation s hemes with worst- ase/average- ase se urity guarantees.
(See Se tion 5.) Intuitively, our proof system for GapSVP an be thought as a
ombination of the redu tion from GapSVP to GapCVP of Goldrei h, Mi ian io, Safra and Seifert [37℄, followed by the invo ation of the proof system for
GapCVP des ribed in the previous se tion. Things are not as simple be ause
the redu tion of [37℄ is not a Karp redu tion, and in order to solve a shortest
ve tor problem instan e, it requires the solution of (polynomially) many losest
ve tor problems. So, we ombine all the GapCVP instan es together using the
Goldrei h-Levin hard ore predi ate [38℄. This is just the intuition behind the
proof system that we are going to des ribe. In fa t, our proof system requires
neither the expli it onstru tion of many GapCVP instan es, nor the ompliated analysis of the Goldrei h-Levin predi ate. So, below we brie y des ribe the
proof system without referen e to those general tools. For a detailed des ription
see the full version of this paper.
The basi idea is the same as the proof system for the losest ve tor problem,
but this time instead of sele ting points lose to the origin or lose to the target
ve tor y, we onsider balls entered around all latti e points of the form B ,
where 2 f0; 1gn , and redu e the points modulo 2B. The prover starts the
intera tion by sending points mi lose to randomly hosen enters B i . For
ea h su h point, the prover also sends a binary ve tor si . If the latti e does not
ontain short ve tors, then balls entered around di erent B are disjoint (even
after redu tion modulo
2B), and the rst message sent by the prover uniquely
P
determines
a
bit
h
s
;
i
i i mod 2. Then the veri er asks the prover to show that
i
P
hi si ; i i mod 2 = q, where q is a random bit hosen by the veri er. If the prover
an answer both questions, then there must be a message mi that is lose to two
di erent enters (modulo 2B), proving that the latti e ontains short ve tors.

5 Identi ation S hemes
An identi ation s heme is a proto ol by whi h one party, Ali e, an repeatedly
prove her identity to other parties in su h a way that these parties annot later
impersonate Ali e. Following the now-standard paradigm of [28℄, ID s hemes
are immediately obtained from zero-knowledge proofs of knowledge. It should be
remarked that the omputational problems underlying our identi ation s hemes
are not likely to be NP-hard ( f. [26℄). The same is true for most omputational
problems used in ryptography (e.g., fa toring), so, in some sense, ours is as
good a hardness assumption as any. However, fa toring is a mu h more widely
studied assumption than latti e problems, so our identi ation s hemes should
be used with aution. The dis ussion below on entrates on eÆ ien y issues.

The proofs of knowledge from Se tion 3, give rise to ! (1)-round ID s hemes,
be ause witness-indistinguishability is not enough to guarantee the se urity.
However, we an obtain a 3-round identi ation s heme as follows. First, we
onsider a new problem OR-GapCVP whose instan es are pairs (x1 ; x2 ) of
GapCVP instan es, and whose yes instan es are those for whi h at least one
of the xi 's is a yes instan e of GapCVP . Using a te hnique from [32℄, we an
onvert our proof system into one for OR-GapCVP . Parallel repetition yields
a onstant-round statisti ally witness-indistinguishable proof of knowledge with
negligible soundness error. For su h `OR' problems, witness indistinguishability
implies \witness hiding," whi h suÆ es for the identi ation s heme [39℄ ( f.,
[34℄). Details will be given in the full version of the paper.
We stress that, unlike all known ryptosystems based on latti e problems [24,
23℄, these identi ation s hemes only require the generation of latti es in whi h
the approximate Closest Ve tor Problem (resp. Shortest Ve tor Problem) is hard together with a lose ve tor (resp. short ve tor). In parti ular, we
do not need to generate an additional \short" basis, nor do we need \unique
short ve tors" or \hidden hyperplanes". In parti ular, this opens up more possibilities for using latti es with potential advantages both in terms of eÆ ien y
and se urity. As an example, for identi ation s hemes based on SVP one an
use the random lass of latti es of [19, 22℄, whi h, for appropriate hoi e of the
parameters, results in identi ation s hemes that are at least as hard to break
(on the average) as the worst ase instan e of approximating GapSVP in the
worst ase within fa tor O~ (n4 ), or approximating other latti e problems (shortest
linearly independent ve tors or overing radius) within fa tor O~ (n3 ). Alternatively, one an use latti es with spe ial stru ture like the y li and quasi- y li
latti es of [20℄, or the onvolutional modular latti es of [25℄ (but possibly with
di erent, more se ure, values of the parameters, sin e we do not need to embed
a de ryption trapdoor), in whi h the basis has a more ompa t representation
(almost linear in the se urity parameter, rather than the standard matrix representation, whose quadrati size has been a pra ti al barrier for the use of latti e
ryptosystems.) Another very interesting possibility for identi ation s hemes
based on our CVP proof system is to use latti es where CVP with prepro essing
(CVPP) is hard. This is a variant of the standard CVP problem introdu ed
in [40℄ and studied in [41, 42℄, where nding lose latti e ve tors is hard even if
the latti e is xed, and the only input is the target ve tor. This allows to use
the same latti e B for all users, and hardwire the des ription of the latti e B in
the key generation, identi ation and veri ation algorithms. When a new user
wants to generate a key, he hooses a random short error ve tor r (the se ret
key) and omputes y = r mod B as its publi key. The se urity of the s heme
relies on the fa t that approximating CVP in the latti e generated by B (for
appropriately onstru ted, but xed, B) is hard. The advantage is that both the
se ret and publi keys are just a single ve tor whi h takes storage proportional
to dimension of the latti e n (the se urity parameter),11 rather than a matrix
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This is obvious for the se ret short ve tor r. The publi ve tor y an be mu h bigger
be ause it ontains large integer entries. Fortunately, as shown in [36℄, it is possible

(representing the latti e) whi h in general takes storage at least proportional to
n2 . There are still big gaps between our understanding of CVPP and its ryptographi appli ability: the strongest inapproximability results known to date
[42℄ only show that CVPP is hard to approximate within
p fa tors smaller than
3, while our system requires inapproximability within n. More importantly, all
known lower bounds [40{42℄ only establish the hardness in the worst- ase (NPhardness), while for ryptographi appli ations one needs average- ase hardness.
Still, the possibility that further developments about the omplexity of latti e
problems might lead to pra ti al and provably se ure identi ation s hemes with
worst- ase/average- ase guarantees is very appealing. In this perspe tive, establishing a worst- ase/average- ase onne tion for CVPP along the lines of [19,
22℄ would be very interesting.

6 Statisti al Di eren e
In this se tion, our fo us will be the problem SD ; for various values
p of 0 
<  1. Consider the SZK- omplete problem SD1=2;1  , for 1= 2 >  > 0.
Sin e we do not know if SZK  NP, we do not hope to give a proof system with
eÆ ient provers for this language. Instead we onsider the limit problem SD1=2;1
obtained setting  = 0, i.e. de iding whether two distributions are statisti ally
lose or have disjoint supports. Unfortunately, this problem is not known to
be omplete for SZK. Note that SD1=2;1 is in NP, as oin tosses rX , rY for
whi h the ir uits produ e identi al samples (i.e. X (rX ) = Y (rY )) are a witness
that (X; Y ) is a yes instan e. We will prove that SD1=2;1 has a statisti al zeroknowledge proof system with an eÆ ient prover.
We now state a useful lemma that allows us to make the statisti al di eren e
exponentially small in yes instan es of SD1=2;1 .

Lemma 7 (XOR Lemma [8℄). Given probability distributions X0 ; X1 and a
parameter k , de ne probability distributions Y = (x1 ; : : : ; xk ) (for 2 f0; 1g)
obtained by uniformly hoosing (b1 ; : : : ; bk ) f0; 1gk su h that b1    bk = ,
and then sampling ea h xi Xbi independently. Then (Y0 ; Y1 ) = (X0 ; X1 )k .
Thus, given an instan e (X0 ; X1 ) of SD1=2;1 , this lemma shows how to onstru t ir uits for a new pair of distributions (Y0 ; Y1 ) whose statisti al di eren e
is exponentially small if (X0 ; X1 ) is a yes instan e, and whose supports are
disjoint if (X0 ; X1 ) is a no instan e. We an use this to obtain simple statistial zero knowledge proof system for SD1=2;1 , mimi king the well-known proof
systems for Quadrati Residuosity [1℄ and Graph Isomorphism [4℄: (1)
First, the prover sends the veri er y Y0 , (2) and the veri er replies sending
b
f0; 1g to the prover; (3) then the prover sends r fs : Yb (s) = yg to
the veri er, (4) and the veri er a epts if Yb (r) = y . It an be veri ed that the
above proof system has soundness error 1=2, ompleteness error 1=2k+1 , and is
to sele t the basis B in an optimally se ure way that results also in redu ed ve tors
with small bit-size.

y

statisti al zero knowledge with simulator deviation 1=2k+1 ( f., [27℄). However,
even though SD1=2;1 2 NP, it does not appear that the prover strategy an be
implemented in polynomial time given a witness. (If the veri er sele ts b = 0, the
prover an respond with the oin tosses it used to generate y , but if the veri er
sele ts b = 1, the prover must be able to nd ollisions between the ir uits Y0
and Y1 , whi h may be infeasible.)
To obtain eÆ ient provers for SD1=2;1 itself, we use the ideas of Itoh, Ohta,
and Shizuya [29℄. The key on ept is that of problem dependent ommitment.
This is a ommitment s heme where the sender and re eiver get as auxiliary input
an instan e x of a promise problem  . The operations performed by the proto ol
depend on the value of x, and the proto ol has di erent se urity properties
depending on whether x is a yes or a no instan e of  . Typi ally, the proto ol
is required to be se ret when x 2 yes and unambiguous when x 2 no , or
vi e-versa. As usual, a problem dependent ommitment is statisti ally se ure if
the se re y and unambiguity properties hold in a statisti al sense.
Itoh, Ohta, and Shizuya [29℄ onsidered only nonintera tive problem-dependent
ommitment s hemes in whi h both se urity properties are perfe t. (Noti e that
any nonintera tive statisti ally unambiguous ommitment is ne essarily perfe tly
unambiguous.) They proved that if a problem  has a nonintera tive problemdependent ommitment s heme whi h is perfe tly se ret on yes instan es and
perfe tly unambiguous on no instan es, then  has a perfe t zero-knowledge
proof system with an eÆ ient prover. We observe that this result an be generalized as follows
Theorem 8 (generalizing [29℄). Suppose a promise problem  is in NP,
with NP relation R, and that  has a problem-dependent ommitment s heme
whi h is statisti ally se ret on yes instan es and statisti ally unambiguous on no
instan es. Then  has a statisti al zero-knowledge proof system with an eÆ ient
prover (using any R-witness).
We apply the theorem to SD1=2;1 , by de ning a problem dependent ommitment for this problem as follows. On input (b; (X0 ; X1 ); 1k ), the sender ommits
to b by sending the re eiver y
Yb , where Yb is obtained by applying the
XOR Lemma (Lemma 7) to (X0 ; X1 ) with parameter k . In the reveal phase,
the sender reveals b and the oin tosses used to generate y . The re eiver he ks
that Yb (r) = y . The reader an easily he k that this ommitment s heme is
statisti ally se ret on yes instan es and perfe tly unambiguous on no instan es.
Using Theorem 8, we get the following result.
Theorem 9. SD1=2;1 has a statisti al zero-knowledge proof system with an efient prover.

6.1 EÆ ient provers for all of SZK?
As dis ussed in the introdu tion, part of our motivation in this work is the
general question of whether every problem in SZK \ NP has a statisti al zeroknowledge proof system with an eÆ ient prover. The following theorem suggests
three possible approa hes to solve this problem.

Theorem 10. If any of the following onditions hold, every problem in SZK \
NP has a statisti al zero-knowledge proof with an eÆ ient prover:
SD

2.

SD

= ; = has a statisti ally se ure problem-dependent ommitment s heme.

1.

1 32 3

= ; = redu es to SD1=2;1 via a randomized Karp redu tion with one-sided

1 32 3

error (even onstant error).
3. Any NP problem that redu es to

= ; = , also redu es to SD1=2;1 .

1 32 3

SD

The rst approa h is proved using the losure of SZK under omplementation, and using the fa t that if a promise problem  redu es (via a randomized
Karp redu tion with one-sided negligible error probability) to a promise problem , and has a problem-dependent ommitment s heme, then  also has a
problem-dependent ommitment s heme with the same se urity properties. The
se ond approa h is just a way to prove the rst ondition, using the fa t that
one-sided error in Karp redu tions to SD1=2;1 an be made negligible. The last
approa h, essentially asks to prove that SD1=2;1 is omplete for SZK \ NP.
The proof systems des ribed in this se tion di er in one important way from
previous ones. All previous proof systems for variants of Statisti al Differen e e.g. [8, 9, 43℄, used the input ir uits as \bla k boxes." That is, the use of
the ir uits by the veri er and prover onsisted solely of evaluating the ir uits
on various inputs, and never referred to the internal stru ture of the ir uits.
It is not diÆ ult to show, using onstru tions like [11℄, that no proto ol of this
form an be a statisti al zero-knowledge proof with an eÆ ient prover for even
0;1
SD
(if one-way fun tions exist). The proof system of Theorem 9 is not bla k
box, however, and does make use of the internal workings of the ir uits (due to
the te hniques of [29℄, whi h in turn use [4℄). This suggests that this approa h
does indeed have potential to resolve questions that may have previously seemed
intra table.
We on lude this se tion by showing yet another relationship between problemdependent ommitment s hemes and SZK. If we remove the assumption that
problem  is in NP from the hypothesis of Theorem 8, we an still on lude
that  has an SZK proof system, although not ne essarily one with eÆ ient
prover.

Proposition 11. If a problem  has a statisti ally se ure problem-dependent
ommitment s heme, then  2 SZK.
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